Whirlwind tour
through the HITP2







IS IT REALLY
DONE?

YES!




1S SSL
MANDATORY?

No! But...




IS HTTP/2 MADE
BY GOOGLE?

No!




BUT WHAT'S
SPDY THEN?

Another Protocol!
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IS HTTP/2
PLAIN TEXT?

No!




ARE HEADERS
COMPRESSED?

YES!




WILL HTTP/1.1
STILL WORK?

YES!







Sir Tim Berners-Lee’s
World Wide Web

HTTP V0.9
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HTTP V1.0 draft

\ HTTP V1.0
RFC 1945

RFC 2068

RFC 2326
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HTTPILY §
RFC 2616 \

IETF forms .+
J HTTPbis WG

Call for Proposals N
for HTTP/2 y

it HTTP/2 draft based
on Google’s SPDY
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split |

RFC 7230

Message Syntax & Routing

RFC 7231

Semantics and Content

RFC 7232

Conditional Requests

RFC 7233

Range Requests

RFC 7234
Caching

RFC 7235

Authentication

End of 2015:
227 of all Internet Trafficis HTTP/2
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PLAIN TEXT




J

~ telnet google.com 80
Trying 173.194.39.2...
Connected to google.com.

Escape character is '"*]'.
GET / HTTP/1.1

Host: google.com

HTTP/1.1 302 Found

Cache-Control: private

Content-Type: text/html; charset=UTF-8
Location: http://www.google.de/?
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STATELESS




SUPER FLEXIBLE







THE WEB
MATURED




Total Transfer Size & Total Requests
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CONNECTIONS
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REQUEST
BONANZA




—
GCET [inde xLﬁLml

GET/anno~7iné.js

annOVJné .J's

-
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LATENCY!
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Auto industry,
meet the ‘Apple
effect’

By Onris Ziagier

Stephen Colbert wants to give
millennials their own Létterman

By Ssan O'Kane

@ OUR VIRTUAL FUTURE

Inside USC's crazy experimental
VR lab

By Adi Robertaon

Apple iOS g review

By Dan Seden

A six-week search for the best
place to watch TV online in

2015
By Casey Newton

USC's mixed reality lab is creating our virtual

C T BU R I 400K ¥-

MAKE IT POSSISLE

boog rarsuer Nue vt camm

f ¥y o>l

Texas principal sends awful letter to parents after Ahmed Mohamed was v 38 v

DESIGN . US &WORLD . FORUMS Q

Fall 2015 TV guide: the 29
shows we're excited to watch
every week

By Ross Miler, Jamieson £oX, and Jacob Kastranakes

Welco;pe to hell:
Apple vs. Google
VS. Facebook and
the slow death

of the web

By Neary Puted

SEE MORE

Can a smart basioethall make you a
better ehooter?

Hands-on with Amazon’s new Flre HD
tablets

Hands-on with Amazon’s new Flre TV
Iineup

Apple 10S 9 video review
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Q [] clements | & Network | Sources Timeline Profiles Resources Audits Console LY o1a2>. © &,
® © W Y View = = [ Preserve log @ Disable cache DSL (2 Mbps Sms RT v
Filter I Hide data URLs 1) XHR JS CSS Img Media Font Doc WS Other

Filver

Recording frames...

SOms 100 ms 150ms 200 ma 250 ms 300ms 350ms 00 ms 450ms S00ms S50ms 600 ms G50 ms 700 ms 7S0ms BOO ms 850 ms Y00 ms 950m 1000 ms
Name Methoo Status Protocal Type Initiator Size Time Cache-Control Timeline - Start Time A
I No requests captured. Reload the page to see detailed information on the network activity.
Console Search Emulation Rendering
© W <topframe> ¥ [ Preserve log
Filter _IRegex  Hide network messages @ Errors Warnings Info Logs Debug Handled
Libraries.vc262bR7332474684, 15:2
Librar oV Tapa2474 12

A 'webkitMovenentX' is cdeprecated. Please use ‘novesentX' instead.
£ "webkitMovementY' is deprecated., Please use ‘movenentY' instead.

© Failed %0 load resource: net::ERA_SSL_PROYOCOL _ERRDR
© Failed to clear temp storage: It was determined that certain files are unsafe for access within a web application, or that too many calls are being made on file resources., SecurityError
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Console Search Emulation Rendering

® W <topframe> ¥ [ Preserve log
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Ole Michaelis
wodeStars

| think @verge Iis my absolute favourite
example of how fucked up web performance
IS 120 regs / ~10s before “load” event

1:34 AM - 18 Sep 2015

¥ Bahrenfeld, Hamburg
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HOL* BLOCKING!

*Head of Line




GCE T[ inéeX.L"fm, l
GCET / £ea+ur-e.css|

GET/annOs,iné.js
————>
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GE 7—[ inéex.L.‘/'ml |
CET / £ea+Vr‘e.cS$|

OCE T-/ anno«,iné.js
—>
eX.Lan’

feature
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HOL* BLOCKING
RECAP

ORDER MATTERS!




HOL* BLOCKING
RECAP

SLOWEST BLOCKS!




S i B

HOL* BLOCKING
RECAP

NO WORKAROUND!




HOL* BLOCKING
RECAP

OFTEN UNUSED!







SPRITING




CONCATENATING




DOMAIN
SHARDING




INLINING




PRELOADING
HACKS!




COOKIE FREE
DOMAINS*




CCCCCCCCC



HITP/2 TO THE



COMPATIBLE




UPGRADE FROM
HITTP/1.1




Non Secure
HTTP




UPGRADE
HEADER




GET / HTTP/1.1
Host: server.example.com

Connection: Upgrade, HTTP2-Settings
Upgrade: h2c

HTTP2-Settings: <base6b4url encoding of HTTP/
2 SETTINGS payload>

‘.. CodeStars



HTTP/1.1 101 Switching Protocols

Connection: Upgrade
Upgrade: h2c

| HTTP/2 connection ...

‘.. CodeStars






TLS-ALPN

RFC 7301




Client

ClientHello
(ALPN extension &
List of protocols)

Certificatex
ClientKeyExchange
CertificateVerify*
[ ChangeCipherSpec]
Finished

Application Data

< /dPDO

———————— >
< ________
———————— >
< ———
<mm———— >

Server

ServerHello
(ALPN extension &
selected protocol)
Certificatex*
ServerKeyExchange*
CertificateRequest*
ServerHelloDone

[ ChangeCipherSpec]
Finished
Application Data
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HEADSUP:
h2 vs. h2c




MULTIPLEXED




HTTP/2 CONNECTIONS
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FRAME LAYOUT

L L LT T T L L LT LT LT TP T
| Length (24)
T T T T T T T T T
|  Type (8) | Flags (8) |
------------- T T T T T T T T sy &
Stream Identifier (31)
=============================================================+
| Frame Payload (0...)
T T T T T T L L L L L T T T T

CodeStars



CCCCCCCCC






S NS s S S S SO SO Sy +
| Data (*)

S PRy Yy iy Sy Sy Sy Sy Sy Sy ——— +
| Padding (*)

o e +
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PRIORITY Ox2

s -
| E | Stream Dependency (31)

e L T e et =
| Weight (8) |

e s
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RST_STREAM 0x3
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SETTINGS Ox4

R et =
| Identifier (16) |

et R it -
| Value (32)

N etk =
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a bunch more...




PING Ox6 /w ACK

Lt +
| 0000 0000 0000 0000 0100 0000 <= length (64)
fomm e mmmmmme e fom e mmmmmme e fomm e mmmmmme e + Stream id
| 00000110 flams: RAICIG( o )
A G EEEEEEEEE LT Fmmmmmmmmm——mma - SIS s A ——— +
@m 010 0001 1100 0000 1111 1111 1110 1110 |
I [T

f

opaque data (64)
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SERVER PUSH!




PUSH PROMISE Ox5

s -
|Pad Length? (8)|

e R e =
|IR| Promised Stream ID (31)

R it R it -
| Header Block Fragment (*)

N etk =
| Padding (*)
e etk =

GEEES R b
l I l >y
| W y
- W i
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FLOW CONTROL




WEIGHTED
DEPENDENCIES

JI4dDO®



“Understandin gHTTP/2p rrrrr itization” by Moto Ishizawa
https://speakerdeck.com/summerwind/2-prioritizat ion

dependency _’ stream id

'4
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https://speakerdeck.com/summerwind/2-prioritization

FIREFOX DEPENDENCY TREE




COMPRESSED
HEADERS




HEADERS Ox1

e e T :
|Pad Length? (8)|

e L T e et =
| E | Stream Dependency? (31)

e R et s
| Weight? (8) |

e T R et -
| Header Block Fragment (*)
et =
| Padding (*)

N et s
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HPACK
RFC 7541




HEADER COMPRESSION TABLE

static table

RIS B rcoccd headers
2] method | e NS

request headers

GET
scheme ips  ES IR NN
M jimcocom I N

._—" 19  huffman(‘/resource’)
62 user-agent  Mozilla/5.0 huffman(‘custom-hdr’)

63 host | jimdocom | hufmanCsome-value)

dynamic table

:path /resource

_user-agent  Mozilla/5.0

custom-hdr some-value

2 CodeStars



HUFFMAN
IN 1 MINUTE




MISSISSIPPI RIVER =17 chars * 8 bit = 136 bits
ISPRME 17

M 5
PRMVE 8

1

| 5

S 4
P 2
R 2
vV 1
E 1
1

r % r %, %
- 5 - 5 2 i 2 i 1 i 1
i _ it - S | -%4 ——

th—— 37

00 T 01 11007 1101 1110 T 111
JI4DO®

https://www.youtube.com/watch?v=7dooBTdW5bM £2 CodeStars




COMPRESSION
TABLE

I5 | S4 | P2 | R2 | M1 | V1| El
00 | 01 100101 '1100' 1101 '1110 1111
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IT’S HERE
ALREADY




demo time




IMPLEMENTATIONS
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HTTP/2 protocol

Networking protocol for low-latency transport of content over the
web. Originally started out from the SPDY protocol, now

standardized as HTTP version 2.

Firefox Chrome Safari

Opera

iOS Safari

Germany 73.49% + 11.47% 84.96%

Global 63.24% + /.89% = 71.14%
* Ry Android * Chrome for
Opera Min| Browser Android

http://caniuse.com/#search=http2



http://caniuse.com/#search=http2
http://www.apple.com

HTTP/2 protocol

Networking protocol for low-latency transport of content over the
web. Originally started out from the SPDY protocol, now
standardized as HT TP version 2.

IE

1 2

Edge

Firefox

:st%NE:;J}:'NEJ

Chrome

Safari

Opera

Germany

Global

J

AJ

L
f
[l

84.96%
63.24% + 7.89% 71.14%

J

)

L:—:‘
t
|

Why are you optimising

for this?!

®*
I0S Safari

Blackberry Opera *

Browser

Mobile

Chrome

for

v

Ot

Android

UcC

Firefox for |E Mobile Br%vrser

Android S i
http://caniuse.com/#search=http?2



http://caniuse.com/#search=http2
http://www.apple.com




MARKET SHARE & HTTP/2 SUPPORT

GWS
IN (I\/\icroso) unknown — Chrome
28 7o dropped SPDY in Feb 2015
Apache
since 2.4.12 — Jul 2015
nginx
S since 1.9.5 — 22 Sep 2015
S (Google) IS

27 Win 10 / Server 2016



It Is super easy!




Apache

# this needs to be somewhere

LoadModule http2 module modules/mod http2.so

# this 1s already optional
<IfModule http2 module>

LogLevel http2:uinfo
</IfModule>

JI4dDO®
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NGINX

Listen 443 ssl http2 default server;

ssl certificate server.crt;
ssl certificate key server.key;
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HOLDING IT
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CONCATENATING




SPRITING
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GEEES R b
l I l >y
| W y
- W i



DOMAIN SHARDING




THE ASSET PIPELINE










A
5o,

OLE A
MICHAELIS Idris

Q.
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RESSOURCES

B @bagder @igrigorik @tatsuhiro t @mnot

nttps://http2.gi1thub.1to/http2-spec/

nttp://daniel.haxx.se/http2/
nttp://daniel.haxx.se/blog/2015/05/07/http2-for-tcpip-geeks/
nttp://www.slideshare.net/peychevi/http2-and-quick-protocols-optimizing-the-web-stack
nttps://ma.ttias.be/architecting-websites-http2-era/
nttps://benramsey.com/talks/2015/05/phptek-http2/
nttps://speakerdeck.com/summerwind/2-prioritization
nttp://chimera.labs.oretlly.com/books/1230000000545/chl12.html#HTTP2 HEADER COMPRESSION
nttp://tools.tetf.org/html/rfc6585

nttp://httparchive.org

nttps://http2.golang.orqg/

nttps://github.com/i1grigorik/http-2

nttps://aprescott.com/posts/spdy-colon-headers
nttps://tools.1etf.org/html/draft-t1etf-httpbis-header-compression-12
nttps://www.youtube.com/watch?v=ZdooBTdW5bM

nttps://github.com/supertinou/huffman
nttp://dantel.haxx.se/blog/2015/03/06/tls-1n-http2/
nttp://news.netcraft.com/archives/2015/06/25/june-2015-web-server-survey.html
nttp://isthewebhttp2yet.com/



https://http2.github.io/http2-spec/
http://daniel.haxx.se/http2/
http://daniel.haxx.se/blog/2015/05/07/http2-for-tcpip-geeks/
http://www.slideshare.net/peychevi/http2-and-quick-protocols-optimizing-the-web-stack
https://ma.ttias.be/architecting-websites-http2-era/
https://benramsey.com/talks/2015/05/phptek-http2/
https://speakerdeck.com/summerwind/2-prioritization
http://chimera.labs.oreilly.com/books/1230000000545/ch12.html#HTTP2_HEADER_COMPRESSION
http://tools.ietf.org/html/rfc6585
http://httparchive.org
https://http2.golang.org/
https://github.com/igrigorik/http-2
https://aprescott.com/posts/spdy-colon-headers
https://tools.ietf.org/html/draft-ietf-httpbis-header-compression-12
https://www.youtube.com/watch?v=ZdooBTdW5bM
https://github.com/supertinou/huffman
http://daniel.haxx.se/blog/2015/03/06/tls-in-http2/
http://news.netcraft.com/archives/2015/06/25/june-2015-web-server-survey.html
http://isthewebhttp2yet.com/

Thanks to all the

people who helped
me with this deck!
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