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Agenda

● What is user Authentication & Authorization?

● JWT-based Auth in a Nutshell

● Auth in Angular

● POC application: nikosanif/angular-authentication

https://github.com/nikosanif/angular-authentication
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Authentication & Authorization

● Verifies who the user is

Authentication Authorization

● Defined by user (e.g. passwords, biometrics)

● Grants or denies permissions

● Visible to and partially changeable by the user

● Defined by security teams (e.g. admins)

● It isnʼt visible to or changeable by the 
user
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Authentication & Authorization - Example

Authentication

Authorization
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Authorization Strategies

● Session-based - Session ID

● Token-based - JSON Web Token
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What is JWT?

● JSON Web Tokens are an open, industry standard RFC 7519 method for 
representing claims securely between parties as a JSON object.

● The information can be verified and trusted because it is digitally signed.

● JWTs can be signed using a secret (with HMAC algorithm) or public/private key 
pair using RSA or ECDSA.
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Why should we use JWT?

● Security - Securely transmitting information between parties using public/private 
key pairs.

● Ease - Ease of client side processing of the JWT on multiple platforms.

● Compact - Because of its size, it can be sent through URLs, POST parameter, or 
inside an HTTP header.

● Self-Contained - The payload contains all the required information about the user 
to avoid querying the server more than once.
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How do JWT work?

Jwt.io 

https://jwt.io
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JWT to verify the authenticity of a user
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Blacklisting JWT

● What if a JWT is stolen or we want to invalidate it?

We should add a JWT token to a “Blacklist”.
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Blacklisting JWT

● Who should be able to revoke JWTs?

Other JWTs. But…

● It has the permission to do it  - scopes
● Each JWT must individually

be identified - jti & aud



Auth in Angular
Examples & Source code
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Prerequisites - Server API

● API Endpoints (HTTP protocol)
○ Authentication

■ Login
■ Logout (revoke tokens)

○ Users
■ Get info about myself (me)
■ Get info about a user by ID
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Login & Store access token
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Login & Store access token
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HTTP Interceptors
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Auth Route Guards
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Auth Route Guards
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Logout & Blacklisting token

Revoke current token



POC 
Application

https://github.com/nikosanif/angular-authentication
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https://github.com/nikosanif/angular-authentication
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What’s next?

● Manage user roles / permissions
● Handle expiration dates
● “Remember me” functionality
● Migrate to Nrwl/Nx
● Implement backend server (?)
● … your features! Any contribution or feature request is welcome 😃
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● JWT.IO, https://jwt.io/ 
● JSON Web Tokens - Prashant Walke, 

https://www.slideshare.net/PrashantWalke3/json-web-token-jwt-137077119 
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