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e Whatis user Authentication & Authorization?
e JWT-based Auth in a Nutshell
e AuthinAngular

e POC application: nikosanif/angular-authentication
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https://github.com/nikosanif/angular-authentication

Authentication & Authorization

Authentication
e Verifies who the useris °
e Defined by user (e.g. passwords, biometrics) °
e Visible to and partially changeable by the user °
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Authorization

Grants or denies permissions
Defined by security teams (e.g. admins)

It isn’t visible to or changeable by the
user
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Authentication & Authorization - Example

Authentication

Authorization

Y @nikosanif

Hey, it's me Nikos

<

>

Here is your key

Give me the page with this key

Here is the page

Hi Nikos!
Let me give
you a key

Hey Nikos, | can
give you this page
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Authorization Strategies

@ Session-based - Session ID

3 Token-based - JSON Web Token
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What is JWT?

e JSON Web Tokens are an open, industry standard RFC 7519 method for
representing claims securely between parties as a JSON object.

e Theinformation can be verified and trusted because it is digitally signed.

e JWTscan besigned using a secret (with HMAC algorithm) or public/private key
pair using RSA or ECDSA.
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Why should we use JWT?

e Security - Securely transmitting information between parties using public/private
key pairs.

e Ease - Ease of client side processing of the JWT on multiple platforms.

e Compact - Because of its size, it can be sent through URLs, POST parameter, or
inside an HTTP header.

e Self-Contained - The payload contains all the required information about the user
to avoid querying the server more than once.
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How do JWT work?

Encoded Decoded

HEADER:

eyJhbGci0iJIUzITNiIsInR5¢cCI6

IkpXVCJ9.eyJzdWIiOiIxXMjMONTY {

. "alg": "HS256",
30DkwIiwibmFtZSI6IkpvaG4gRGY I
1TiwiaWFBIjoxNTE2MjM5MDIyfQ. }
ST1KxwRJSMeKKF2QT4fwpMeJf36P

PAYLOAD:

Oké6yJV_adQssw5c

"sub": "1234567890",
"name" : "John Doe",
"iat": 1516239022

VERIFY SIGNATURE

HMACSHA256 (
base64UrlEncode (header) + "." +
JWt io base64UrlEncode (payload),

your-256-bit-secret

) (O secret base64 encoded
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https://jwt.io

JWT to verify the authenticity of a user
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Login (username, password)

(,

Send JWT to client

g

Send Request with JWT

Send Response

Create JWT
for User
with Secret

Verify JWT and
Authorize User
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Blacklisting JWT

e Whatifa JWT is stolen or we want to invalidate it?

We should add a JWT token to a “Blacklist”.
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Blacklisting JWT

e Who should be able to revoke JWTs? Decoded -.
Other JWTs. But... HERDER Ao e
{
e Ithasthe permissiontodoit - scopes oo
e Each JWT mustindividually }
be identified - 7ti & aud =
{

"aud": "abc123",
"scopes": {
"tokens": ["blacklist"]

H

"name": "John Doe"

“iat": 1516239022,

"jti": "6Vksf9InCgo5dZoX17a7UsZ6ndhR1rCKi"
}
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Auth in Angular

Examples & Source code




Prerequisites - Server API

e API Endpoints (HTTP protocol)

o Authentication

m Login
m Logout (revoke tokens)
o Users

m Getinfo about myself (me)
m Getinfo abouta user by ID
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Login & Store access token

000

Login your account
@Component({ })

export class LoginComponent {

Use account admin and password demo to continue.

readonly loginForm = new FormGroup({
username: new FormControl('', {
validators: [Validators.required], Username *

1,

Password *

password: new FormControl('', {

validators: [Validators.required],

submit() {
const { username, password } = this.loginForm.value;
this.authService.login(username, password);
}
Iy

Y @nikosanif

*ngThess




Login & Store access token

@Injectable()
export class AuthService {
login(username: string, password: string): Observable<AccessData> {

return this.http
.post<AccessData>(".../api/auth/login’, { username, password })

.pipe(

tap(data => {

this.tokenStorageService.saveTokens(data.access_token, data.refresh_token);
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Login your account

Use account admin and password demo to continue.

Username *

Password *
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HTTP Interceptors

@Injectable()
export class AuthInterceptor implements HttpInterceptor {

intercept(
req: HttpRequest<unknown>,
next: HttpHandler
): Observable<HttpEvent<unknown>> {
const accessToken = this.tokenStorageService.getAccessToken();

if (accessToken) {

req = req.clone({
setHeaders: { Authorization: 'Bearer ${accessToken}" },
g
I3

return next.handle(req).pipe(s => this.handleErrors(s));

Js

Y @nikosanif *ngThess




Auth Route Guards

@Injectable({ providedIn: 'root' })
export class AuthGuardService implements CanActivate {

® 0

canActivate(
route: ActivatedRouteSnapshot, const routes: Routes = [
state: RouterStateSnapshot

): Observable<boolean> {
return this.store.select(selectIsLoggedIn).pipe(

take(1),
tap(isLoggedIn => {

if (!isLoggedIn) {
this.router.navigate(['/login'], { queryParams: { returnUrl: state.url } });

path: 'secured-feat',
canActivate: [AuthGuardService],

loadChildren: () => import('./secured-feat.module').then(
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Auth Route Guards

[ N
const routes: Routes = [
i

path: 'login',
component: LoginComponent,

canActivate: [NoAuthGuardService],
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00

@Injectable({ providedIn: 'root' })
export class NoAuthGuardService implements CanActivate {

canActivate(): Observable<boolean> {

return this.store.select(selectIsLoggedIn).pipe(

take(1),
map(isLoggedIn => {
if (isLoggedIn) {
this.router.navigateByUrl('/"');
b

return !'isLoggedIn;
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Logout & Blacklisting token

@Injectable()
export class AuthService { g Auth AD

Admin Demo

logout(): Observable<void> { AngU|ar Authent (& Logout

return this.http
.get<void>("../api/auth/logout’)

.pipe(finalize(() => this.tokenStorageService.removeTokens()));
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() nikosanif / angular-authentication

An Angular application that demonstrates best practices for user authentication.

POC Angular Authentication
Ap p li Cati o n An Angular application that demonstrates best practices for user authentication flow.

By @nikosanif

Open in Visual Studio Code

T | code style | prettier I A EE



https://github.com/nikosanif/angular-authentication

() nikosanif / angular-authentication

g Angular Authentication m About B Secured Feature AD )

Features

This repository uses state-of-the-art features for web development.

A Angular N NgRx R RxJS T TaigaUl
The modern web developer’s Reactive State for Angular. Reactive Extensions Library for Angular Ul Kit and components
platform. JavaScript. library for awesome people.

& O 8

¢ O 8 $ O 8 ¢ O 8

T Tailwindcss L Lazyloading F Font Awesome 5 R Responsive
A utility-first CSS framework for Faster startup time with lazy Icons and typefaces in a single Responsive web design using
rapid Ul development. loaded feature modules. place. many different devices.
& O 8 =) LY &
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https://github.com/nikosanif/angular-authentication

What's next?

Manage user roles / permissions

Handle expiration dates

“Remember me” functionality

Migrate to Nrwl/Nx

Implement backend server (?)

... your features! Any contribution or feature request is welcome &
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Angular Authentication, https://github.com/nikosanif/angular-authentication
JWT.IO, https://jwt.io/

e JSON Web Tokens - Prashant Walke,
https://www.slideshare.net/PrashantWalke3/json-web-token-jwt-137077119

e Authentication vs. Authorization - AuthO,
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