- supeiyverker

Deep Dive into the open-source superwerker AWS Quick Start
" @ AWS Community Day DACH 2021-10-21

Soenke Ruempler - co-founder superluminar
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The AWS Cloud promises faster time to market

1. Idea 4 2. Create AWS Account e 3. Start building!
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But in reality ...
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AWS console can lead to. - Multi-account setup Information overload without
cognitive overload with over 200 recommended by AWS prescriptive guidance:
services i At
. Steep learning curve for AWS white papers, documentation,
beginners Well-Architected framework
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Building an AWS foundation
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Pay consultants . Custom-build in-house
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Start building right ahead
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Challenges

Expensive
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“Time to AWS”
slowed down
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Best practices not
known

Insecure: Easy to
overlook basic
security services
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THE SUPERWERKER AWS QUICK START AUTOMATES THE SETUP OF AN
AWS CLOUD FOUNDATION WITH PRESCRIPTIVE BEST PRACTICES.

IT ENABLES AWS CUSTOMERS TO FOCUS ON THEIR CORE BUSINESS
BY
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superwerker features

superwerker enables the following AWS services and features in a fully automated way:

Control Tower
y Base for a future-proof
multi-account setup

AWS Backup
Org-wide automated backups

&

%

Living documentation
Guidance, next steps, standard
operating procedures
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Security Hub

org-wide ensure established
security standards

Budget Setup
Budget alarm

G/%

SSM OpsCenter/ltems

, For notifications / incident response

handling

1

GuardDuty
org-wide automatic detection of
possible threats and breaches

v
v

X

Preventive Guardrails
Protect the infrastructure

N
ao e

Secure AWS Account Mailboxes .
Dedicated secure mail domain for AWS accounts
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superwerker benefits

Off-the-shelf AWS Runs in customer's
experience _ AWS Account, not yet
(fully automated setup): . another SaaS tool

Secure AWS

environment

in one hour
instead of weeks
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Free and open-source Bundled and codified
official AWS Quick Start experience of two AWS
Advanced Partners
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How to deploy superwerker

Superwerker on AWS

G @ o m oo o omm e ods . supefyerker

e —

free and open-source jumpstart
for AWS

Workshop Search Results

xparionce seting up nd automatng AWS Coud envionments.

aWsS  GitHub
SN

AWS Quick Start Deployment Guide Workshop + Labs Guided Installation
aws.amazon.com/quickstart/archit superwerker.awsworkshop.io https://superwerker.cloud/#contact
ecture/superwerker/ o e
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http://aws.amazon.com/quickstart/architecture/superwerker/
http://aws.amazon.com/quickstart/architecture/superwerker/
http://superwerker.awsworkshop.io
https://superwerker.cloud/#contact

How to get help - -

- Guided.installation / Cémmercial support offered by superluminar and
kreuzwerker e

- File issue on GitHub: github.com/superwerker/superwerker

- Architecture Decision Records:
https://qgithub.com/superwerker/superwerker/tree/main/docs/adrs

- Google Group: groups.google.com/forum/#!forum/superwerker/join

- Slack: og-aws #superwerker (Invite: http://slackhatesthe.cloud/)
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http://github.com/superwerker/superwerker
https://github.com/superwerker/superwerker/tree/main/docs/adrs
https://groups.google.com/forum/#!forum/superwerker/join
https://og-aws.slack.com/archives/C01CQ34TC93

Enough marketing

Deep Dive
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superwerker design guidelines
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End-to-end tests with Documented with Low total cost of Forward
real AWS accounts’ Architecture ownership: only compatibility and
and resources Decision Records serverless AWS adoption

(ADR) services are used
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superwerker installation process

Superwerker User

: Launch Stack

AWS Account
~—1

Feature
Sub-Stacks

. OO0

Control Tower Stack

E—t N |

O0oc

GuardDuty Stack

https://github.com/superw
erker/superwerker
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AWS CloudFormation

superwerker CFN
Parent Stack

Security Hub Stack

=

==

O0oc

Service Control
Policies Stack
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Automating the Non-automatable

Control Tower

CONTROL TOWER

YUNOAPI

@s0enke

FRAGILE

Solution 1: Automate with Cloudwatch HANDLE WITH CARE
Synthetics / Puppeteer THANK YOU

nnnnn

Solution 2: Use awsapilib fe
| .3
https://github.com/schubergphilis/awsapilib \

tower.deploy(logging account email, security account email)
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superwerker Control Tower setup

EWAY AWS Account
~—-1
j .
. . awsapilib.deploy()
.Triggers setup of the Control -

—1 createé = Creates Custom Resource ,/’—\\ Tower Landing Zone EX

1] : > 11 =Q/ > g

I Ooo
superwerker CFN Control Tower Custom Resource Control Tower

Parent Stack Feature

CFN Sub-Stack

Security Hub,

GuardDuty, and CO.’I

With awsapilib

SetupLandingZone
Cloudwatch Event
Lambda function

N
gEa

©
e

Cll Event triggers {:||:<::> h

additional setup
steps with

Systems Manager
automation

Triggers Lambda {][§:>

Custom CW Event
Writes
superwerker
parameters (e.g.
£ Account Ids "
| Efra} .
SSM Parameter
Store

®-

Emits superwenker

CT emits
Lifecycle event
when finished
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From Serverless to Functionless: SSM Automation @

EnableGuardDutyOrganizations

superwerker utilizes System's  ype: aws: :ssu: :pocument

Properties:

Manager AUtOmatlon DocumentType: Automation
; GnL Content:
e s schemaVersion: '0.3"'
o 1 assumeRole: !GetAtt EnableGuardDutyOrganizationsRole.Arn
Simple YAML language, S
AuditAccountId:
no Lambdas needed s Steing
. default: '{{ssm:/superwerker/account id audit}}'
- Call arbitrary AWS APIs R R,
0 - type: String
B MUItI-OU / MUItI-account default: '{{ssm:/superwerker/account id logarchive}}"
c 5 . mainSteps:
/ MU|t|_reg|0n exeCUtlonS - name: CheckIfOrganizationAdminAccountIsAlReadyRegistered
5 & . ! action: aws:executeAwsApi
bUIlt_In o inputs;
. o Service: guardduty
i Python runtime avallable ' Api: ListOrganizationAdminAccounts
IR outputs:
for more complex tasks A B e

Selector: $.AdminAccounts[0].AdminAccountId
nextStep: EnableOrganizationAdminAccountChoice
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Secure AWS root user email inboxes

. - @ SES Incoming e-mail

AWS Account A fior AWS Account B DNS Zone, e.g.

aws.mycompany. creates Opsltem
com

root+random@ root+random@
aws.mycompany.com aws.mycompany.com

AWS Systems Manager OpsCenter nicenstein SS M O ps Center
nicenstein @D
Related resource details
v Opsltem details: oi-c1b8f3426dfd

Description

This is an Opsitem

Opsltem ID Status
oi-c1b8f3426dfd @ open

Title Source
nicenstein root+santa@aws.a4662202-595¢c-46a8-87be-22c29f9d33ad.net

@ S 0 e n ke ?OE;(:—ESQ—ZZW 8:22:527 :ZSZ(:—'Z:?:G;H 5:13:542 s upemverker




Creating new (workload) AWS Accounts

. Enroll account i
Control Tower Account Factbry creates © s ot o e ton s s s o cone X
new AWS accounts

Account details
Account enrollment provisions a new account or brings an existing account into AWS Control Tower governance.

Account email

:
4
!
CcC ; tyane

root+<suffix>@ aws.mycompany.com

Display name
Name for account as it appears in AWS Control Tower

myworkload-prod

Must contain only letters, numbers, periods, dashes, underscores. Must begin with a letter or number. Do not use spaces.

AWS SSO email
Designate an SSO user.

myworkload.teamlead@aws.mycompany.com
Must be from 6 to 64 characters long.
AWS SSO user name
First and last name intended for creating an AWS SSO user
- Arno
Organizational unit

Defines governance for an account, and enables all guardrails on that OU

. Workloads_Prod

Cancel
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Testing a Landing Zone
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Problems with re-used AWS management accounts for
testing

1 1 VAVAN
) B B
A 3 [CASE 7352981201] AWS GuardDuty Organization APIs - Info </> </>
> oy

| VAVAN

L

Cleaning up an entire
AWS Organization is

nearly impossible -

Reusing hides issues
happening only in
greenfield

Weird errors like
“GuardDuty’s
GuardDuty” block the
pipeline

Batch/matrix tests
hardly possible
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Solution: Disposable AWS Management accounts with the
Management Account Vending Machine (MAVM)

“Stock” table
stores information = 7! B %:
Evm | — triggers Step :
P,,.,. C’eate @ @— Function waits Z:SCES:tcloses
CodeBU|Id running O
Puppeteer O
|—O retrieves AWS @ A
AWS management account from stock | O
accounts

AWS accounts CDK project at github. com/superwerker/mavm
API Client

API endpomt

$ curl https://xxxXxxxXxx.execute-api.eu-west-1.amazonaws.com/vend
{"account_id":"123456789012","cross_account_role":"arn:aws:iam::123456789012:role/CrossAccountRole"}
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Our current superwerker testing pipeline (powered by MAVM)
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Push to a Pull
Request or
“main” branch

CodeBuild batch
matrix job

e @_ N/
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5 | 0o ] v—
CodeBuild jobs in Install superwerker Run tests
eu-west-1 and V:Eg;;iir;rﬁ\rﬁs CloudFormation tear dowr;

eu-central-1 Y template sub-accounts

A

A\

v

=|DO ]

v

v —
v —
i

Additional
CodeBuild jobs to
test upgrade from
latest superwerker

release

IE@
op |

Install superwerker
CloudFormation
template from the
latest release, and
update to version
under test
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MAVM - “Fun” with Amazon Services

- Telephone authorization done with Amazon Connect inbound feature

- Audio Captcha solving with Amazon Transcribe -

- ‘Other captchas solved with 2Captcha

- Credit Card 3D-Secure solved with SMS + Inbound SMS Gateway (sms77.i0)

Tried Amazon Pinpoint, but this blocks messages containing TANs
- Each test runs costs money, about 1 EUR / run

Standing on the shoulders of giants: Special thanks goes to lan McKay and his
https://github.com/iann0036/aws-account-controller
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About

superwerker is a joint—ven'tur'e of AWS Advanced Consulting Partners kreuzwerker

and superluminar.

YES,
W
gEKF?\(I,ERLES\
USES

" SERVERS!
Soenke Ruempler
Co-founder superluminar

soenke.ruempler@superluminar.io

twitter.com/s0Oenke
github.com/s0enke
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https://kreuzwerker.de/
https://superluminar.io/

Thanks!

Timé for Q&A!
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