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How does Viét Nam authenticate?
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How does Viét Nam authenticate?




Mat khéu phai 3l tir 8-18 ki ty, bao gém 1 chir viét hoa va 1 chir viét thudmg

Béing viéc dding ki, ban ai adng y v&l Shopee vé Diéu khoan dich vu & Chinh
sach bao mat

n K&t ndi véri Facebook G Két ndi véri Google




Mat khau phai dai tir 8-16 ki tu, bao gédm 1 chir viét hoa va 1 chir viét thudng

Béing viéc dding ki, ban ai adng y v&l Shopee vé Diéu khoan dich vu & Chinh
sach bao mat

Maximum
password length ™ LA




HTTP/1.1 200 OK

Date: Sat, 04 Jan 2020 14:27:29 GMT

Content-Type: application/json; charset=utf-8

Connection: close

Access-Control-Allow-Methods: POST,GET,OPTIONS, PUT, DELETE
Access-Control-Allow-Credentials: true

Access-Control-Allow-Origin: https://banhang.shopee.vn

Set-Cookie: SPC SI=29k9d4lnckp286lwagib2/lpbgocg8ha; Domain=.shopee.vn;
expires=Sun, 05-Jan-2020 14:27:29 GMT; httponly; Max-Age=86400; Path=/; secure
Content-Length: 30

{"data":...}

Uses cookies for session handling




HTTP/1.1 200 OK

Date: Sat, 04 Jan 2020 14:27:29 GMT

Content-Type: application/json; charset=utf-8

Connection: close

Access-Control-Allow-Methods: POST,GET,OPTIONS, PUT, DELETE
Access-Control-Allow-Credentials: true

Access-Control-Allow-Origin: https://banhang.shopee.vn

Set-Cookie: SPC SI=29k9d4lnckp286lwagib2/lpbgocg8ha; Domain=.shopee.vn;
expires=Sun, 05-Jan-2020 14:27:29 GMT; httponly; Max-Age=86400; Path=/; secure
Content-Length: 30

{"data":...}

Domain cookies for fake SSO




GET /api/v2/location filter/get all HTTP/1.1

Host: shopee.vn

cept-Encoding: gzip, deflate

Connection: close

Cookie: |SPC SI=29k9d41lnckp286lwaqgib27lpbgocg8ha; |SPC U=216487310;

HTTP/1.1 200 OK

Date: Sat, 04 Jan 2020 14:27:29 GMT

Content-Type: application/json; charset=utf-8

Connection: close

Access-Control-Allow-Methods: POST,GET,OPTIONS, PUT, DELETE
Access-Control-Allow-Credentials: true

Access-Control-Allow-Origin: https://banhang.shopee.vn

Set-Cookie: |SPC SI=29k9d41lnckpZ286lwagib271lpbgocg8ha; Domain=.shopee.vn;
expires=Sun, 05-Jan-2020 14:27:29 GMT; httponly; Max-Age=86400; Path=/; secure
Content-Length: 30

{"data":...}

Session refresh through heart beat function with session cookie expires time



HTTP/1.1 200

Date: Sat, 04 Jan 2020 08:12:23 GMT

Content-Type: application/json;charset=UTF-8

X-Content-Type-Options: nosniff

X-XSS-Protection: 1; mode=block

Cache-Control: no-cache, no-store, max-age=0, must-revalidate

Pragma: no-cache

Strict-Transport-Security: max-age=31536000 ; includeSubDomains

Set-Cookie: lzd uid=200054040512; Domain=.lazada.vn; Path=/

Set-Cookie: lzd s1d=1425c1086f0c007fec9036fdeb/5621a: Domain=.lazada.vn; Path=/; HttpOnly

sssionld": 14

sessionExpiredTime":

Session ID in
cookies and in wcookieList": |
JSON object

"refreshToken":




HTTP/1.1 200

Date: Sat, 04 Jan 2020 08:12:23 GMT

Content-Type: application/json;charset=UTF-8

X-Content-Type-Options: nosniff

X-XSS-Protection: 1; mode=block

Cache-Control: no-cache, no-store, max-age=0, must-revalidate

Pragma: no-cache

Strict-Transport-Security: max-age=31536000 ; includeSubDomains

Set-Cookie: lzd uid=200054040512; Domain=.lazada.vn; Path=/

Set-Cookie: lzd sid=1425c1086£f0c007fec9036fde675621a; Domain=.lazada.vn; Path=/; HttpOnly

Domain cookies for fake SSO



POST /account/authen?a=pw HTTP/1.1
Host: id.zalo.me

Origin: https://id.zalo.me
Content-Length: 684

phone num=76123456&iso country code=VNé&password=foofoo&g-recaptcha-response=123&captcha-
version=3&continue=https%3A%2F%2Fchat.zalo.me%2F

HTTP/1.1 200 OK

Date: Sat, 04 Jan 2020 08:30:57 GMT

Content-Type: application/json;charset=utf-8

Content-Length: 62

Set-Cookie: zpsid=EXPIRED; Path=/; Max-Age=0; Domain=zalo.me; HttpOnly; Secure; SameSite=None
Set-Cookie: zpsidleg=EXPIRED; Path=/; Max-Age=0; Domain=zalo.me; HttpOnly; Secure; SameSite=None
Set-Cookie: zsid=EXPIRED; Path=/; Max-Age=0; Domain=zalo.me; HttpOnly; Secure; SameSite=None
Set-Cookie: zpsid=]jvoQ.283222962.1.auD3Ti-MajnzDxxxmvQItBhbuExtfQ3k Q-axhlgG9PYgdvopjRVp96Majm; Path=/;
Max-Age=31536000; Domain=zalo.me; HttpOnly; Secure; SameSite=None

Set-Cookie: zpsidleg=3jvoQ.283222962.1.auD3Ti-MajnzDxxxmvQItBhbuExtfQ3k Q-axhlgG9PYgdv6pjRVp96Majm;
Path=/; Max-Age=31536000; Domain=zalo.me; HttpOnly; Secure;

Strict-Transport-Security: max-age=86400; includeSubDomains

{"error message":"ThA nh cA’'ng","data":null, "error code":1013}




Zalo  F«alo

All the session cookies ...

HTTP/1.1 200 OK

Date: Sat, 04 Jan 2020 08:30:57 GMT

Content-Type: application/json;charset=utf-38

Content-Length: 62

Set-Cookie: zpsid=EXPIRED; Path=/; Max-Age=0; Domain=zalo.me; HttpOnly; Secure; SameSite=None
Set-Cookie: zpsidleg=EXPIRED; Path=/; Max-Age=0; Domain=zalo.me; HttpOnly; Secure; SameSite=None
Set-Cookie: zsid=EXPIRED; Path=/; Max-Age=0; Domain=zalo.me; HttpOnly; Secure; SameSite=None
Set-Cookie: zpsid=]jvoQ.283222962.1.auD3Ti-MajnzDxxxmvQItBhbuExtfQ3k Q-axhlgG9PYgdvopjRVp96Majm; Path=/;
Max-Age=31536000; Domain=zalo.me; HttpOnly; Secure; SameSite=None

Set-Cookie: zpsidleg=3voQ.283222962.1.auD3Ti-MajnzDxxxmvQItBhbuExtfQ3k Q-axhlgG9PYgdveop]jRVp96Majm;
Path=/; Max-Age=31536000; Domain=zalo.me; HttpOnly; Secure; B

Strict-Transport-Security: max-age=86400; includeSubDomains

{"error message":"ThA nh cA’'ng","data":null, "error code":1013}




Zalo  F«alo

Domain cookies for fake SSO

HTTP/1.1 200 OK

Date: Sat, 04 Jan 2020 08:30:57 GMT

Content-Type: application/json;charset=utf-38

Content-Length: 62

Set-Cookie: zpsid=EXPIRED; Path=/; Max-Age=0; Domain=zalo.me; HttpOnly; Secure; SameSite=None
Set-Cookie: zpsidleg=EXPIRED; Path=/; Max-Age=0; Domain=zalo.me; HttpOnly; Secure; SameSite=None
Set-Cookie: zsid=EXPIRED; Path=/; Max-Age=0; Domain=zalo.me; HttpOnly; Secure; SameSite=None
Set-Cookie: zpsid=ijvo0Q.283222962.1.auD3Ti-MajnzDxxxmvQItBhbuExtfQ3k Q-axhlgG9PYgdveépjRVp96Majm; Path=/;
Max-Age=31536000; Domain=zalo.me; HttpOnly; Secure; SameSite=None

Set-Cookie: zpsidleg=3voQ.283222962.1.auD3Ti-MajnzDxxxmvQItBhbuExtfQ3k Q-axhlgG9PYgdvbop]jRVp96Majm;
Path=/; Max-Age=31536000; Domain=zalo.me; HttpOnly; Secure; B

Strict-Transport-Security: max-age=86400; includeSubDomains

{"error message":"ThA nh cA’'ng","data":null, "error code":1013}
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https://accounts.chat.zalo.me
https://accounts.zalo.me
https://accounts.zaloapp.com
https://accounts.baomoi.com
https://accounts.news.zing.vn
https://id.zalo.me
https://accounts.zingtv.vn
https://accounts.zingmp3.vn
https://www.google.com
https://id.zalo.me

https://id.zalo.me
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JSESSION-SAK/SessIoN-saK.min.js
/account/pushsession?token=s8ElIPyiSHMHoA4TobzHKSQgIHtOLLLHsgAbJfiwi6J6...
Jaccount/syncsession?token=s8ElIPyiSHMHoA4TobzHKSQgIHtOLLLHsgAbJfiwi6J6...
/account/syncsession?token=s8EIlIPyiSHMHoA4TobzHKSQgIHtOLLLHsgADbJfiWi6J6...
/account/syncsession?token=s8EIlIPyiSHMHoA4TobzHKSQgIHtOLLLHsgADbJfiWi6)6...
/account/syncsession?token=s8ElIPyiSHMHoA4TobzHKSQgIHtOLLLHsgAbJfiwI6J6...
/account/verifygcaptchav3token
/account/syncsession?token=s8EIlIPyiSHMHoA4TobzHKSQgIHtOLLLHsgADbJfiWi6)6...
Jaccount/syncsession?token=s8EIlIPyiSHMHoA4TobzHKSQgIHtOLLLHsgADbJfiWwi6)6...
/recaptcha/api2/reload?k=6Lec6 KEUAAAAAMG6UYtRWKkKAZSNMvw7 AhMWthwsmf
/account/checksession?continue=https%3A%2F%2Fchat%2Ezalo%2Eme%2F&login_...
/account/authen?a=pw

P— | L ~_ 1 1} 121 | Lol LA A A A AAMAAS N .Y L AZ A LALLM R ~ AL AA\ALL L

Automatic login in all other applications belonging to the company




SQL-injection
Single-Sign-on
Password-length
Caching gjngle-Sign-Out
Session-Duration eacial_l ani
Password-Bruteforsc%cégnlgogm
Cross-site-request-forgery e
Signing Cross-site-Scripting gp ;1
Password-snengthhmﬂion
JWT Password-hashing
CAPTCHAs Session-Refresh
OpenlID-Connect
Cookies







Authentication is hard.

Leave it to



Authentication Professionals




Authentication Professionals




Authentication Professionals

TENANT DOMAIN

spa-test Q .authO.com

To help you easily explore our product, we've selected a tenant domain
name for you, Although you can't rename a tenant, you can always add

more tenants to your account (for staging or production environments)

Welcome to AuthO

Help us setup your first tenant and start authenticating. REGION

STEP 1 OF 2

a8 v - e g us

We can host all of your data in any of these regions

Useful if you need 1o comply with EU Data Protection Directive




Basic Setup Single Page Applications

Auth Server

myapp.authO.com

WWW.myapp.com

N\
N\
\
\
\
N\
\
\
\
\
——————— >
Backend

api.myapp.com

USER




OAuth 2.0 and OpenlID Connect 1.0

(I" OpeniD

Published 2014
Defines an authentication layer on top of

e Published 2012 OAuth

e Defines an authorization protocol e Defines the use of ID tokens

e Usesbearer tokens e Hasseveral additional specifications for
e Defines most of the flows we still use today Session Management, logout, etc.



Trust the Code!

https://github.com/dennisMeeQ/authO-react-express

https://spa-authO.herokuapp.com



Token

Storage

API| Protection

Session

Refresh




Token

Storage

API| Protection

Session

Refresh




const express = require('express');
const { authenticated } = require('./security');
const { species, people } = require('./api-data');

const app = express();

app.get (' /people', authenticated, (req, res) => {

res.send({ people });

1) ;

app.get('/species', (req, res) => {
res.send({ species });

1) ;

app.use((err, req, res, next) => {
1f (err.name === 'UnauthorizedError') {
res.status (401) .send({ msg: 'Invalid token' });
} else next();

1) ;




const jwt = require('express-jwt');
const jwksRsa = require('jwks-rsa');

// Auth(O configuration
const authConfig = {

issuer: 'https://spa-test.authO.com/',
audience: 'https://api.allthingsauth.dev',
algorithm: ['RS256'],

J g

const secret = jwksRsa.expressdwtSecret ({
cache: true,

rateLimit: true,
JwksRequestsPerMinute: 5,
jwksUri: ~S{authConfig.issuer}.well-known/jwks.json",

});

export const authenticated = jwt({ secret, ...authConfig });




OpenlD Connect Configuration

«) > C @ ' @ https://spa-test.auth0.com/well-known/openid-configuration

JSON Raw Data Headers

Save Copy Collapse All Expand All %/ Filter JSON

issuer: “"https://spa—-test.auth@.com/"
authorization_endpoint: "https://spa-test.auth@.com/authorize"
token_endpoint: "https://spa-test.auth@.com/oauth/token"
userinfo_endpoint: “"https://spa-test.auth@.com/userinfo"
mfa_challenge_endpoint: "https://spa-test.auth@.com/mfa/challenge"
jwks_uri: “"https://spa-test.auth@d.com/.well-known/jwks.json"
registration_endpoint: “"https://spa-test.auth@.com/oidc/register"
revocation_endpoint: “https://spa-test.auth@.com/oauth/revoke"

scopes_supported:
response_types_supported:
code_challenge_methods_supported:
response_modes_supported:
subject_types_supported:
id_token_signing_alg_values_supported:
token_endpoint_auth_methods_supported:

v ¥V V¥V ¥V Vv Vv v v@w
o S e R o O o B e P R o N
Gica. Tl ameh e St Swa

claims_supported:
request_uri_parameter_supported: false
device_authorization_endpoint: “"https://spa—-test.auth@.com/oauth/device/code"




OpeniID Connect JWKS Endpoint

v keys:
v 0:

v

v
v

v

JSON

\\<_\) - C @ ’ﬂ https://spa-test.auth0.com/.well-known/jwks.json

Save Copy Collapse All Expand All YV Filter JSON

alg:
kty:
use:

n:

kid:
x5t:
x5c:
v 0:

Raw Data Headers

""RS256"

""RSA"

nsigh

"v4XW_s__ DigKh7UIVpbwXdrHuljtHDoHAggtkfCkvuYKqZdoMCwfC4—-clebYTRkHgO70W8tsTA6Ptg3SdbKY
517FiaQpImB-vmvzB1VwbcEGly2tkAwDY4tI0-06eljeRZ_qlnjid4HoTw251V2p62biAnjT8I30Wo00rHGP59
"AQAB"

"RkU2Mj cxOEUIN@JIENzEzNzBBQOQWREQ5NTMINjU10DU@QzQxNj c1Mw"
"RkU2Mj cxOEUIN@JIENZEzNzBBQ@OQWREQSNTMINjU10DU@BQZzQXNj cIMw"

"MIIC/zCCAeegAwIBAQIJCCvI1alziPTiMABGCSqGSIb3DQEBCWUAMBAXGZAZBGNVBAMTENNWYS10ZXNOLmF]
/wiqioelCFaW8F3ax7iI7Rw6BwIILZHwpL7mCqmXaDAsHwuPnIXm2E@ZB4ANOOFvLbEWOj7YN@nWymMhGZuMJ ¢
/0X30tNGmIXU85+CCOZYWXd9WqgoaacN515pC17PcFN+huBilpxdVC9+t+RkoRPudexYmkKSJgf r5r8wdVcG]
/zAdBgNVHQ4EFgQUMaVNP2fGYhtDvMj rnnpU7NoZA/@wDgYDVROPAQH/BAQDAGKEMAOGCSqGSIb3DQEBCWUAA
/F/E15mJTzhULWR1YUwHgUBZ802GeQuk+EET@QASuUUURt2CUdBQ2/cdV1Isn0ZdLS@og/ ] fypWbf r+gEVUSI




Token

Storage

API| Protection

Session

Refresh




Use the
In single
page applications.



Authorization
Server

ata.authO.com

V4 Client
Application

www.allthingsauth.dev

USER The user clicks the login button.



RANDOM
/ CODE
Authorization / 2 4 VERIFIER

Server

ata.authO.com

HASH

CODE
> 3} CHALLENGE

CODE
VERIFIER

V4 Client
Application

- /70 weww allthingsauth.dev The client application ra{‘:glom/y
! ] generates a code verifier.
USER e 2 It also generates a code challenge by
hashing the code verifier and then
stores both values.
CODE CODE

VERIFIER CHALL.




Authorization % RANDOM

" m >

Server

ata.authO.com

CODE CODE
VERIFIER CHALL.
7 Client

Application

, wurwr.allthingsauth.dey The client application randomly
] generates a state parameter.
USER NV

STATE



Authorization
Server

ata.authO.com

USER

GET
/authorize?client_id=123abc&

&scope=0
penid&response_type=code&response_mode=query
& & &code_challe
nge_method=5256 HTTP/1.1
Host:
referer: https://www.allthingsauth.dev

CODE CODE
VERIFIER CHALL.
Client The client application redirects the
I . .
Application browser to the authorization server

with the code challenge and the
state parameter.

www.allthingsauth.dev



Authorization
Server

ata.authO.com

CODE

STATE
CHALL.

REDIRECT

USER

GET
/authorize?client_id=123abc&

&scope=0
penid&response_type=code&response_mode=query

& & &code_challe
nge_method=5256 HTTP/1.1

Host:
referer: https://www.allthingsauth.dev

CODE

VERIFIER STATE

T The client application redirects the
Application browser to the authorization server
with the code challenge and the

State parameter.

www.allthingsauth.dev



Authorization
Server

ata.authO.com

bl
/
/
/
REDIRECT / STATE
/
/
/
/
/
/ CODE
CHALL
7
B T ]
T

USER

GET
/authorize?client_id=123abc&

&scope=0
penid&response_type=code&response_mode=query
& & &code_challe
nge_method=5256 HTTP/1.1
Host:
referer: https://www.allthingsauth.dev

cops STATE

VERIFIER
T The client application redirects the
Application browser to the authorization server

with the code challenge and the
state parameter.

www.allthingsauth.dev



CODE

CHALL. STATE

Authorization
Server

ata.authO.com

USERNAME & y

PASSWORD ,/

USER

CODE

VERIFIER STATE

Client
Application

www.allthingsauth.dev

Username: Paco

Password: Y X XXX XXXXXIX)

The user enters their username and
password in the login form.



CODE

CHALL. STATE

Authorization % RANDOM

Server
/, ata.authO.com < ’
AUTH. '\ 1
CODE N //
CODE
VERIFIER STATE
7 Client The authorization server verifies
— Application username and password.
www.allthingsauth.dev
On success, it generates an
USER

authorization code and stores it
together with the code challenge and

the state.



CODE AUTH.

CHALL. CODE STATE

Authorization
Server

ata.authO.com

USER

CODE

VERIFIER STATE

Client
Application

www.allthingsauth.dev

GET /callback?
HTTP/1.1
Host:

Referer:

The authorization server redirects
the browser to the client application
with the authorization code and the

state parameter.



CODE AUTH.
CHALL. CODE

Authorization
Server

ata.authO.com

’
REDIRECT // S
’
’
’
’
¥ AUTH.
CODE
7
NTH

USER

CODE

VERIFIER STATE

Client
Application

www.allthingsauth.dev

GET /callback?
HTTP/1.1

Host:
Referer:

The authorization server redirects
the browser to the client application
with the authorization code and the

state parameter.



CODE AUTH.

CHALL. CODE
GET /callback?
Authorization HTTP/1.1
Server Host:

Referer:

ata.authO.com

/
% Verier || STATE
il STATE
CODE
7 Client
""""""""""" o Application
— o .
REDIRECT worw.allthingsauth.dev The authorization server red/.rec?s
the browser to the client application
USER

with the authorization code and the
state parameter.



Authorization
Server

STATE €< EQUALS? »)»

ata.authO.com

CODE
VERIFIER

7 Client
Application
— . o
P v aiithingsauth.dey The client application compares the

! g stored state value with the one
USER Ay, > returned by the authorization server.

-_— -_—
STATE - STATE ®



CODE AUTH.
CHALL. CODE

Authorization
Server

ata.authO.com

USER

AUTH. CODE
CODE VERIFIER

Client
Application

www.allthingsauth.dev

POST /oauth/token HTTP/1.1
Host:

Origin:

Content-type: application/json
Content-Length: 153

{"grant_type":"authorization_code","redirect_uri":

""client_id":"1
23abc","code_verifier":" ""code":" "1

Through an XHR POST request, the
client application sends the
authorization code and the code
verifier to the authentication server.



CODE AUTH.
CHALL. CODE

Authorization
Server

ata.authO.com

USER

X
\
\
AUTH. \ POST
CODE \
\
\
\
\
\
CODE \
VERIFIER
Client
Application

www.allthingsauth.dev

POST /oauth/token HTTP/1.1
Host:

Origin:

Content-type: application/json
Content-Length: 153

{"grant_type":"authorization_code","redirect_uri":

""client_id":"1
23abc","code_verifier":" ""code":" "1

Through an XHR POST request, the
client application sends the
authorization code and the code
verifier to the authentication server.



CODE
CHALL.

Authorization

Server
, —
/ ata.authO.com
AUTH. == == AUTH. ? '\ ]
CODE CODE N /
~_"
7
T
USER

Client
Application

www.allthingsauth.dev

€< EQUALS? ») [ili

CODE

The authentication server verifies
both the authorization code and the
code verifier.

The latter is verified by hashing it
and then comparing it with the
stored code challenge.



CODE
CHALL.

Authorization

Server
, —
/ ata.authO.com
I
CODE ? \ ]
VERIFIER N /
~_"

USER

Client
Application

www.allthingsauth.dev

CODE CODE
VERIFIER CHALLENGE

CODE CODE
CHALLENGE ‘ < EQUALS? ) } CHALLENGE

The authentication server verifies
both the authorization code and the
code verifier.

The latter is verified by hashing it
and then comparing it with the
stored code challenge.



HTTP/1.1 200 OK
Access-control-allow-origin:

Content-type: application/json

Cache-control: no-store

Authorization
Server Pragma: no-cache
Content-length: 106
ata.authO.com
{ ,"'scope":"openid",
\\ ,"expires_in":86400,"token_type":"Bearer"}
\
ACCESS \
\
TOKEN \
\
\
\
\
ID X
TOKEN
V4 Client

Application

On success, the authentication server
responds with the access token and

USER the ID token.

www.allthingsauth.dev



ACCESS
TOKEN

Authorization
Server

ata.authO.com

ACCESS ID
TOKEN TOKEN
7 Client

Application

The client application stores both

www.allthingsauth.dev .
tokens in memory.

USER



import React, { useState, useEffect, useContext } from 'react';
import createAuthOClient from 'Q@authO/authO-spa-js’';

export const AuthOContext = React.createContext():;

export const useAuth(O = () => useContext (AuthOContext)

export const AuthOProvider = ({ children, onRedirectCallback,
redirect uri, ...initOptions }) => {

//
return (
<AuthOContext.Provider
value={{ isAuthenticated, user, loading, //
loginWithRedirect: (...p) => authOClient.loginWithRedirect(...p),
getTokenSilently: (...p) => authOClient.getTokenSilently(...p),
logout: (...p) => authOClient.logout(...p),
FE>
{children}
</AuthOContext.Provider>
) ;
}i




import React from 'react';

import ReactDOM from 'react-dom';

import { AuthOProvider } from './auth/react-authO-spa';
import App from './App';

ReactDOM. render (
<AuthOProvider
domain={"spa-test.authO.com"}
client 1d={"melxSZVFgL90ONwTaggwozHOsjeTVvJOF"}
audience={"https://api.allthingsauth.dev"}

redirect uri={window.location.origin}
N _

<App />
</AuthOProvider>,
document.getElementById('root')

I




import React from 'react';
import { useAuthO } from '../auth/react-authO-spa';

export const NavBar = () => {
const { i1sAuthenticated, loginWithRedirect, logoutWithRedirect } = useAuthO0();

return (
<nav>
{!isAuthenticated && (
<button onClick={ () => loginWithRedirect({})} type="button">
Log 1n
</button> )}
{isAuthenticated && (
<button onClick={ () => logoutWithRedirect({})} type="button">
Log out
</button> )}
</nav>




import React, { useEffect } from 'react';
import { useAuthO } from '../auth/react-authO-spa';

export const People = () =>
const { getTokenSilently } = useAuthO0();

const fetchData = async () => {

const baseUrl = process.env.REACT APP API URL || 'http://localhost:8080"';
const token = await getTokenSilently();

const res = await fetch( S$S{baseUrl} /people”, {
headers: { Authorization: "~Bearer S${token} },

}) s
// handle result
b g
useEffect( () => { fetchDatal() ;

return ({/* render data */});

b g




Token

Storage

API| Protection

Session
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Token Storage Locations

Secure against | Secure against | Deleted on page
XSS attacks CSRF attacks session end
(2)
X O

Cookies

localStorage (%) (v (%)
sessionStorage (%) & 0(2)
JS object in 0(1) V) V)

memory

1. Depends on the frontend 2. Depends on the session resume

framework feature of the browser



Always store your tokens
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In single page applications.



Session Refresh: iIFrame & Web Messaging

www.allthingsauth.dev

Single Page
Application

W|dth:O @ — = = = e e e e e e == -9

=0

<iframe
src="https://ata.auth@.com/authorize
? &client_id=1

height

Event Listener

23abc&response_type=code&state=tyu678&
code_challenge=jk1987& &..."

/>

"Web Message"

postMessage({ authorization_code: 'rrr789'})

(S — — —
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import React from 'react';
import { useAuthO } from '../auth/react-authO-spa';

export const NavBar = () => {
const { i1sAuthenticated, loginWithRedirect, logoutWithRedirect } = useAuthO0();

return (
<nav>
{!isAuthenticated && (
<button onClick={ () => loginWithRedirect({})} type="button">
Log 1n
</button> )}
{isAuthenticated && (
<button onClick={ () => logoutWithRedirect({})} type="button">
Log out
</button> )}
</nav>
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TLS / SSL

e 100% required

e Key security feature of all OAuth / OpenlID Connect
flows

7

£,

: - -
SRS - S SRS

-

e Getoneforfree!
o Let'sencrypt
o Heroku
o AWS
o etc.

1
i
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Never do authentication
without protection.

Always use
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Redirect Protection

e Useexactredirect targets

https://www.allthingsauth.dev/callback

e Do not use wildcards when specifying redirect targets

*.allthingsauth.dev/*

e Use PKCE
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const Profile = ({ name })

const setHTMLWithXSS = ()
return {  html: name };

¥

return (
<>

<p>Your name is: </p>
<p dangerouslySetInnerHTML={setHTMLWithXSS () }></p>
</>




}I
plugins: ['react', 'prettier'],
extends: ['airbnb', 'prettier'],
rules: {
'prettier/prettier': 'warn',
'no-console': 'off',
'no-use-before-define': 'off',
'no-plusplus': 'off',

'react/jsx-filename-extension': O,
'react/jsx-boolean-value': 'off',
'react/prop-types': [0],
'react/no-danger': 'error',

}/

overrides: |




name: Basic Checks
on: pull request

Jjobs:
basic:

name.:

runs—-on: ubuntu-18.04
steps:

name: checkout
uses: actions/checkout@vl
uses: actions/setup-node@vl
with:
node-version: "10.x"
run: npm install
name: linter
run: npm run lint
name: dependency-check
run: npm audit

Linting and dependency checks for client

e B

- o .”' r'



Cross-site scripting in Third-Party Packages

Vulnerability DB » [@ npm » react-dom

@ Cross-site Scripting (XSS)
Affecting react-dom package, versions >=16.0.0 <16.0.1 || >=16.1.0 <16.1.2
; packas | 6.5

>=16.2.0<16.2.1|| >=16.3.0<16.3.3 || >=16.4.0 <16.4.2

_ i ATTACK VECTOR ATTACK COMPLEXITY
Do your applications use this vulnerable package? Test your applications
| , I Network | Low

Overview

PRIVILEGES REQUIRED USER INTERACTION
react-dom & serves as the entry point of the DOM-related rendering paths.

None Required

Affected versions of this package are vulnerable to Cross-site Scripting (XSS) attacks.
This attack is possible only only if the following two conditions are true:

SCOPE CONFIDENTIALITY
= The application is being rendered to HTML using ReactDOMServer APl and
» The app includes a user-supplied attribute name in an HTML tag. | Unichanged ‘ High

Server-rendered React apps, which contain the following pattern may by affected:




Cross-site scripting in Third-Party Packages

Vulnerability DB » [@ npm » react-dom

e CI' Vulnerability DB > [@ npm » handlebars
Affecting|

>-162.0| @ Cross-site Scripting (XSS) 5 . 3

Affecting handlebars package, versions <4.0.0

CVSS SCORE

Do your
. ) ATTACK VECTOR ATTACK COMPLEXITY
Do your applications use this vulnerable package? Test your applications
Overvidl ‘ | Network | Low
react-dom Overview
PRIVILEGES REQUIRED USER INTERACTION
Affected ve 2 ; ; ;
handlebars & provides the power necessary to let you build semantic templates.
. None None
This attack ' : i . :
When using attributes without quotes in a handlebars template, an attacker can manipulate the
® The appl input to introduce additional attributes, potentially executing code. This may lead to a Cross-
o The app| site Scripting (XSS) vulnerability, assuming an attacker can influence the value entered into the SCOPE CONEIDENTIALITY

template. If the handlebars template is used to render user-generated content, this vulnerability
Server-reng may escalate to a persistent XSS vulnerability. ‘ Unchanged I None




Cross-site scripting in Third-Party Packages

Vulnerability DB » [@ npm » react-dom
e CI' Vulnerability DB > [@ npm > handlebars
Affecting d CVSS SCORE
>=16.2.0 e cr Vulnerability DB » [@ npm » node-red
Affecting CVSS SCORE
e Cross-site Scrlptlng (XSS) 8 6
Affecting node-red package, versions <0.18.6 °
Do your
Overviey { o . ATTACK VECTOR ATTACK COMPLEXITY
Do your applications use this vulnerable package? Test your applications
react-dom Overviey | | Network | Low
Affect e handlebar .
. Overview
This atta wWhn usid PRIVILEGES REQUIRED USER INTERACTION
= The app input to in node-red & is a visual tool for wiring the Internet of Things. | NG Nore
» The app :lte slcrlpt' Affected versions of this package are vulnerable to Cross-site Scripting (XSS) attacks.
emplate.
SeVEiy mayescald  petails SCOPE CONFIDENTIALITY
A cross-site scripting attack occurs when the attacker tricks a legitimate web-based application | Unchanged | Low




name: Basic Checks
on: pull request

Jobs:
basic:
name: Linting and dependency checks for client
runs-on: ubuntu-18.04
steps:
— name: checkout
uses: actions/checkout@vl
uses: actions/setup-node@vl
with:
node-version: "10.x"
run: npm install
name: linter
run: npm run lint
name: dependency-check
run: npm audit




shyk against 3rd Party XSS

v ) 3 spotzteam/spotz & sIEH 2 A o BT ®

[1] components/react-client/package.json 4 G0 [ " B3 | 0 [T | Tested5 hours ago o

[1] components/spotz/package.json 1B [ B8 | 0 |0  Tested 11 hours ago o 4




shyk against 3rd Party XSS

[
5 ° All checks have passed

4 successful checks
v Basic Checks / Linting and dependeny checks for client (pull_request) S..
v Basic Checks / Docker build (pull_request) Successful in Tm
v m security/snyk - api/package.json (dennisMeeQ) — No manifest changes d...

v security/snyk - client/package.json (dennisMeeQ) — No manifest change...

This branch has no conflicts with the base branch
Merging can be performed automatically.

Hide all checks

Details

Details

Merge pull request a8 You can also open this in GitHub Desktop or view command line instructions.
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CSRF Protection

CODE CODE
VERIFIER | |[CHALLENGE

STATE

PKCE



Further Reading?
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Article 1: Concepts, flows and Article 2: Implementation details

Security considerations




