Cryptography Basics



About Me

John Downey

Senior Software

Developer

Housing and Food

Services

Microsoft/.NET by day

Open Source by night

Crypto Enthusiast
Applied Cryptography
was on my Christmas list

MY CRYPTDSYSTEM 15 LIKE
ANY FEISTEL CIPHER , EXCEPT

PECRYPTION |

INTHE S-BOXES WE SimPLY
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I'VE BEEN BARRED FROM SFEAKING AT ANY MATOR
¥ CONFERENCES EVER SINE IT RECAME.
CLEAR THAT ALL My ALGORITHMS WERE TusT
THINLY PISGUISED MIssY ELLGSTT SONGS.




What is cryptography?




Encryption
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Authentication




ldentification




Why is cryptography important?
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Cryptography is fragile
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Don't de5|gn your own crypto'
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CVE-2008-0166

MD_Update(&m, buf,j);



Hash Function

USCYBERCOM plans, coordinates, integrates, synchronizes
and conducts activities to: direct the operations and defense of
specified Department of Defense information networks and;
prepare to, and when directed, conduct full spectrum military
cyberspace operations in order to enable actions in all domains,
ensure US/Allied freedom of action in cyberspace and deny the
same to our adversaries.

OEC4C12949A4F31474F299058CE2B22A



Hash Function




Hash Function

Sometimes called a message digest or
fingerprint
Maps any length input to n-bit output
Collision resistant
One-way
H(x) might allow you to derive H(y)
Length-extension attacks (MDo-5, SHA0-2)
If you know H(x) you can sometimes find H(x || y)



Hash Function

DO: use SHA-256 (SHA-2)

DO: switch to SHA-3 in 5-10 years
AVOID: MDg

DON'T: use MD2, MD¢, SHA-o
DON'T: use a hash as a signature

Still ok to use as a checksum



Hash Function

Name

¥, [parent directory]
8.0-RELEASE-amd64-bootonly.1so

. 8.0-RELEASE-amd64-disc].1s0

8 0-RELEASE-amd64-dvdl .iso.gz

_ 8.0-RELEASE-amd64-livefs.iso
8.0-RELEASE-amd64-memstick.img
CHECKSUM.MD5
CHECKSUM.SHA256

Size

45.2 MB
658.3 MB
1.8 GB
321 MB
996.3 MB
351 B
526 B

Date Modified

11/20/09 11:00:00 PM
11/20/09 11:00:00 PM
11/20/09 11:00:00 PM
11/20/09 11:00:00 PM
11/20/09 11:00:00 PM
11/20/09 11:00:00 PM
11/20/09 11:00:00 PM



Passwords




Password Falil

ResidentHub(SM) login information inbox |X

Blackbird Farms to me show details Jun 23 45 Reply ¥

Here is your ResidentHub(SM) login information:

Username: jtdowney86

F’asswnrd:ﬁ

If you have any questions please contact the leasing office at (765)
497-9892.




Password Storage on the Web
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