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What is a penetration test?

I CAN FIX IT!




Methodology
Information Gathering
Vulnerabilities
Exploitation

Resources



Sthf I,m e Planning and Scoping
Going to Skip -

e legal complications

http://www.pentest-standard.org




Take-Aways

“The Cyber”

How hackers attack a
web application

Things ThatConference
is doing well..

...and not so well.

You should actively
think about security!




0. Methodology




Before you start...

Get expressed written
permission from:

e Owner of site/service
e Owner of server

The FBI will not be amused.

Ignorance is not an excuse.

Don’t do anything stupid.

£BROADCASTING
MATOR LEAGUE BASEBALL
WITH IMPLIED ORAL CONSENT,




Recon

Exploitation Mapping

Discovery -

Methodology



Hello arthurakay! Schedule Speakers Sponsors Plan Info Buy Tickets

WATCH 2017 HIGHLIGHTS °

SUMMER CAMP FOR GEEKS" August6°-8%, 2018

A tech conference for developers, rooted in community, exploring the WHERE
internet of things, and all technologies used for mobile, web & cloud. K"’h'"_nm't

b : Wisconsin Dells, Wi
It all happens at a giant waterpark, because we a ong believers

in good times. There will be bacon. Lots of i

Newsletter Sign up
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Target: ThatConference.com



1. Recon




Mental Map
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Active
Vs
Passive

Do you want your IP
address exposed?

UH, :
If you can see them, they 1S 10, FREELYHERE TS

can see you.




Passive Recon

e Names and Emails
e Registered Domains
e WHOIS information

° Social Media

Clark Sell Clark Sell

@csellS Follows you csell5




Active Recon

e Subdomains
e Technologies involved
e Known Vulnerabilities
e Word lists

° Known users

° Wappalyzer

Widget
K3 Facebook

Analytics

'ad Google Analytics

Web Server

1S 11s

Operating System

8" Windows Server

® ntercom
Tag Manager
Video Player u
® Google Tag Manager
& YouTube
Retire.js & Enabled
angularjs 1.5.8 Found in https://ajax.googleapis.com/ajax/libs/angularjs/1.5.8/angular.min.js
Vulnerability info:
Low XSS through SVG if enableSvg is set 1 [2]
Medium  Universal CSP bypass via add-on in Firefox (1 [2]
Medium  DOS in $sanitize 1]
Low XSS in $sanitize in Safari/Firefox 1

dont check  ssl Found in https://ssl.google-analytics.com/ga.js



Tools

dnsenum
dnsmap
nmap

Social Media

browser DevTools
browser extensions

««.SO Many more...




What did we
learn?

A LOT about DNS and
network topology

Pretty good idea who
the main developers are

ASP.NET vX.X.XYZ
ASP.NET MVC vX.X
IIS 10.0

AngularJS v1.5.8




2. Mapping




£ If you don't know
Y where you are going,
& you might wind up

someplace else.
Yoal BERRA




e Burp
e Firefox / FoxyProxy




Mapping

Files, folders, APIs

Spiders

Authenticated?

Burp Intruder Repeater Window Help

Burp Suite Professional v1.7.32 - ThatCc¢

JAJ».%&.%;}J Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder TComparer I Extender T Project options I User

I Filter: Hiding out of scope items; hiding CSS, image and general binary content; hiding 4xx responses; hiding empty folders

http://staging.thatconference.com

J»

b/
» [ Account
v [ Content
> @ css
» [0 libs
» [ support
[ content
v [% Home
D
[ AntiHarassmentPolicy
"% CodeOfConduct
[ CommitmentToDiversity
» {3 Contact
[» FAQ
[ Index
[ Privacy
[ TicketRegistration
) copyright
» [ home
» [ images
[ terms
[ Home

) JobPostings
=

Contents ,J,s,g,u,gg_]

@) Cleartext submission of password
@ sensitive Information Disclosure
@ Upload arbitrary files
@ sensitive Information Disclosure (and Cross Domain Referer Leakage)
@ sensitive System Information Disclosure
@ CsRF Vulnerable Forms
@ Users can edit data that does not belong to them
@ No account lockouts
» @) Cookie without HttpOnly flag set [2]
@ File upload functionality
» () Email addresses disclosed [14]
» @) The file 'FamilySchedule' includes a vulnerable version of the library 'ar

J%mﬁng Request I Response ]

0 Cleartext submission of password

Issue: Cleartext submission of password
Severity: High

Confidence: Certain

Host: http://staging.thatconference.com




What did we
learn?

JavaScript API requests
HTTP Requests/Responses
HTTP parameters
Cookies & Tokens

The overall purpose of
the application



3. Discovery




Questions: Authentication

e How do you login, logout, change passwords?
o Different user types? /A Maybe

e Does the app reveal if usernames are valid? /A Maybe
e Does the app attempt to prevent automated attacks? @No!
o CAPTCHA

o Account lockouts

e Does the app provide a mechanism for account recovery? /A VYes



Questions: Session Management

e What does the app use for session tracking?
e Are the session’s contents viewable? v No!
e Is the session deleted upon logout? vVYes!

e Are the cookies protected with flags? @No!
o secure, httpOnly, sameSite

e Do sessions expire? A Maybe



Other Questions

e Do all XHR go through a single endpoint? vYes

e What user 1inputs get reflected to the user?

e What user inputs are used 1in queries?

e Are any user inputs used in system commands? v No!

e Do any user inputs determine destination or redirect? A VYes
e Can users upload files to the server? A VYes

e Do sequential process flows exist? vNo!



What did we
learn?

Probably different user roles

We could probably brute-force login
attempts

Sessions look pretty solid, but
maybe CSRF vulnerable

User profile looks ripe for abuse
File uploads ERMAGHERD

URL redirects exist -- we should
explore those



4. Exploitation




SECURITY MISCONFIGURATION

T O BROKEN AUTHENTICATION CROSS-SITE SCRIPTING (XSS)

1 o SENSITIVE DATA EXPOSURE INSECURE DESERIALIZATION

USING COMPONENTS WITH

XML EXTERNAL ENTITIES (XXE) KNOWN VULNERABILITIES

APPLICATION
SECURITY RISKS

BROKEN ACCESS CONTROL INSUFFICIENT LOGGING
& MONITORING




21 Vulnerabilities™

*Not an indication of bad design/code.
*Most already patched.
*Not all were exploitable.

*Your application probably has that many too. Or more.



e Burp




Server Information Exposed
in HTTP Headers

X-Powered-By
X-AspNet-Version
X-AspNetMvc-Version
Server

An attacker will immediately
use this information to
research vulnerabilities
against your technology
stack.

Don’t give this away for
free!

SIS EEMNCANAMAKESTHAT




SQL Injection / XSS

SQL Injection allows an
attacker to read or modify
information stored in your
database.

Cross-Site Scripting (XSS)
attacks allow attackers to
access cookies, session
data, and other sensitive
information. Can be “stored”
or “reflected”.




Sensitive Data Disclosure

The account recovery form

will respond telling a user ACCOUNT ACCESS RESET @

whether-or-not a given email

a d d ress h as an account. Don't remember which external provider (Twitter, GitHub, etc.) you used to create your account? Created a password, but have since forgotten it? Enter your
email address below and we will send you an email with instructions for accessing your account and getting up and running again.

Sorry, no account was found for that email address.

This obviously helps an
attacker learn which email
addresses are valid --
narrowing down a list of

ail Address test@foooof.com

accounts to try breaking
into.



No Account Lockouts

Malicious users can
brute-force login attempts
with impunity.

Once a known username 1is
found, an attacker can send
unlimited login attempts to
guess passwords.

RELEASE MHEIHOUNDS!




Insecure Direct Object Reference

e a.k.a Art pwns all
sessions on THAT website

e Apologies to
Aaron Douglas!

When an application provides
direct access to objects based
on user-supplied 1input.

Attackers can bypass
authorization and access
resources in the system
directly, for example database
records or files




5. Resources




Books

The Web Application

Hacker’s Handbook
o Stuttard / Pinto

Mastering Kali Linux for

Web Penetration Testing
o Michael McPhee




Pentest-Standard.org
OWASP.org

akaWebDesign.com (blog)




Thank You!
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