


Arthur Kay
Senior Software Engineer
IronNet Cybersecurity

Antioch, IL

www.akawebdesign.com



http://www.youtube.com/watch?v=6eFzkT9WsBw






CYBERSECURITY

❏ MOVIES vs REALITY

❏ WHAT SHOULD I BE 
WORRIED ABOUT?

❏ KIDS & TECHNOLOGY



Part I:
Movies vs. Reality





Who are the “Bad Guys”?

1. Nation/State/Military
○ Unlikely unless you’re “high value”

2. Organized crime
○ Very likely

3. Someone who doesn’t like you
○ Very likely

4. Random vandalism
○ Unlikely, but possible



What do the “Bad Guys” want?

1. They want to steal 
your data

2. They want to steal
your money

3. They want you to 
do something



Can the “Bad Guys” actually do this?

No.
But hackers are very creative.

Most computer systems/apps today are 
relatively secure.

Hackers typically need access to sensitive 
data in order to harm you.

http://www.youtube.com/watch?v=msX4oAXpvUE


Hacking: In Recent News
2016 US Presidential Election

● 21 states targeted by hackers
● Only IL reported systems “breached”

2017 Equifax Hack

● 143M customers’ data stolen

https://www.nbcnews.com/storyline/hacking-of-america/federal-government-tells-21-states-election-systems-targeted-hackers-n804031

http://www.latimes.com/business/hiltzik/la-fi-hiltzik-equifax-breach-20170908-story.html

https://www.nbcnews.com/storyline/hacking-of-america/federal-government-tells-21-states-election-systems-targeted-hackers-n804031
http://www.latimes.com/business/hiltzik/la-fi-hiltzik-equifax-breach-20170908-story.html


Other Notable Hacks...

94M customers CC details (2007) 83M customers personal info (2014) 70M customers CC details (2014)

56M customers CC details (2014) 117M users login details (2012) 150M users login details (2014)



When a company gets “hacked”, what 
exactly does that mean?



1 Billion 
Hacked

Happened in 2013
Not disclosed until 2016

https://www.theguardian.com/technology/2016/dec/14/yahoo-hack-security-of-one-billion-accounts-breached



● Email addresses
● Names
● Phone numbers
● Date of birth

● Hashed passwords*
● Unencrypted security 

questions/answers



80M Hacked
Happened in 2015

http://www.nbcnews.com/tech/security/yahoo-breach-500m-accounts-could-be-biggest-all-time-n652796



● Names
● Addresses
● Date of birth
● Social Security Numbers
● Health Care ID Numbers
● Employment Information





Part II:
What should I be 
most worried about?



Attack 
Vectors

1. Email attachments
(PDF, MSWord)

2. Login
○ Stolen (“hacked”) password
○ Default credentials

3. Identity Theft



In most attacks, 
booby-trapped attachments 
sent via email were the 
main delivery mechanism.

http://www.bbc.com/news/technology-39730407



RANSOMWARE

You received an email and 
opened the attachment.

Now your computer is 
being held for $500 
ransom.

Do you pay the ransom?



40%
2 in 5 small businesses:

Paid the ransom for their computers.

Less than half got their information back.

(2017) http://post.oreilly.com/rd/9z1zosdefqak2pehkrrhomp8kq4o8nbe511dhekbqk0



Don’t Trust 
Anyone

“This won’t happen to me”







EVERY STATISTIC 
in this presentation is obsolete.



40%
2 in 5 people:

Received notice that their data had been compromised,
Had an account hacked, or

Had a password stolen
(2015) https://www.entrepreneur.com/article/246902



21%
People who use a password more than 10 years old.

47% use a password more than 5 years old.

(2015) https://www.entrepreneur.com/article/246902



73%
Number of online accounts guarded by a duplicate password.

(2015) https://www.entrepreneur.com/article/246902



4.7%
Number of people using “password” as their password.

(2012) http://arstechnica.com/information-technology/2012/11/born-to-be-breached-the-worst-passwords-are-still-the-most-common/



99.8%
Number of people using passwords 

from the 10,000 most common

(2012) http://arstechnica.com/information-technology/2012/11/born-to-be-breached-the-worst-passwords-are-still-the-most-common/



PASSWORDS
The most important thing

in this presentation!

● Use strong passwords

● (and a password manager)

● Never reuse passwords



Use a Password Manager





YOUR 
ROUTER





15 Million
People in the United States

Affected by identity fraud last in 2016

(2017) http://bankinnovation.net/2017/04/identity-fraud-hits-record-high-in-2016/



Most organizations...
● banks, 
● universities, 
● companies

...don’t ask for your personal information over email.

Beware of requests to update or confirm your personal 
information.





Part III:
Kids & Technology



Your kids (will) know more about 
technology than you do.







Parents of teens (41%) are notably less likely
 

than parents of younger children age 6 to 9 (68%) 

to say they monitor technology usage very closely.



Who are the “Bad Guys”

1. Online Bullies

2. Pedophiles / Predators



Kids: In Recent News
Roblox: 

● Kids received sexually inappropriate 
messages over online chat app

“Blue Whale” Challenge

● Social media “game” in which participants 
spend weeks completing tasks

● Kids are bullied into completing the final 
task, which is suicide

http://www.dailymail.co.uk/news/article-4991464/Paedohpiles-target-children-online-game-Roblox.html

https://www.huffingtonpost.com/entry/the-blue-whale-challenge-the-latest-social-media-nightmare_us_59b227f8e4b0c50640cd664f

http://www.dailymail.co.uk/news/article-4991464/Paedohpiles-target-children-online-game-Roblox.html
https://www.huffingtonpost.com/entry/the-blue-whale-challenge-the-latest-social-media-nightmare_us_59b227f8e4b0c50640cd664f


Security Settings
Mobile device settings:

● iOS / Android: Child accounts
● “Guided Access”

App settings

Computers / Websites:

● Google “safe search”
● Various products for blocking sites

https://www.macworld.com/article/3199908/ios/how-to-set-up-a-kid-friendly-iphone-or-ipad.html
https://www.androidcentral.com/setting-kid-friendly-android-device

https://www.macworld.com/article/3199908/ios/how-to-set-up-a-kid-friendly-iphone-or-ipad.html
https://www.androidcentral.com/setting-kid-friendly-android-device


You can’t monitor 
100% of the things 
100% of the time.

So what else should you do?



DHS: Kids lead digital lives
● Create an open and honest environment for discussing online behaviors and security risks.

● Start conversations regularly about practicing online safety; don’t try to control online behavior.

● Emphasize the concept of credibility: not everything they see on the Internet is true. 

● Talk with children, especially teens, about the importance maintaining a positive online identity.

● Watch for changes in behavior: suddenly avoiding the computer may be a sign of online bullying.

● Review security settings and privacy policies for the websites your child uses.

● Protect all Internet-enabled devices, including mobile phones and tablets.













Part IV:
Resources



www.haveibeenpwned.com



Who?!?



www.brave.com
iOS, Android, Desktop



We already talked about this...

● Review security settings and privacy 
policies for the websites your child uses.

● Protect all Internet-enabled devices, 
including mobile phones and tablets.



Resources
● Cybersecurity: 7 Ways to Keep Kids Safe Online 

(US Dept. of Education)
○ https://www2.ed.gov/free/features/cybersecurity.html

● Families Cybersecurity Presentation: Stop. Think. Connect.
(US Dept. of Homeland Security)

○ https://www.dhs.gov/sites/default/files/publications/Families%20Cybersecurity%20Presentation.pdf

● A Parent’s Guide to Cybersecurity
(ConnectSafely)

○ http://www.connectsafely.org/wp-content/uploads/securityguide.pdf

https://www2.ed.gov/free/features/cybersecurity.html
https://www.dhs.gov/sites/default/files/publications/Families%20Cybersecurity%20Presentation.pdf
http://www.connectsafely.org/wp-content/uploads/securityguide.pdf


Arthur Kay
Senior Software Engineer
IronNet Cybersecurity

Antioch, IL

www.akawebdesign.com

THANK 
YOU!


