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0%

2 in 5 people:

Received notice that their data had been compromised,
Had an account hacked, or
Had a password stolen

(2015) https://www.entrepreneur.com/article/246902



500M Hacked

Happened in 2014
Not disclosed until 2016

http://www.recode.net/2016/9/22/13024884/yahoo-data-breach-privacy-security-hacking-online-safety



1 Bill1ion
Hacked

Happened in 2013
Not disclosed until 2016

https://www.theguardian.com/technology/2016/dec/14/yahoo-hack-security-of-one-billion-accounts-breached



Email addresses
Names

Phone numbers
Date of birth

Hashed passwords®
Unencrypted security
questions/answers




Other Notable Hacks...

HahQac  CHASEO

94M customers CC details (2007) 83M customers personal info (2014)

Linked [}

56M customers CC details (2014) 117M users login details (2012)

70M customers CC details (2014)

150M users login details (2014)
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B coon news

w EVERYONE!!!




Protect Your Data

Ag enda Prevent Identity Theft

e Passwords Prepare Our Kids

e Human Behavior
e Family Safety
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Pearson Reading, Math, and Science

Pearsonsuccessnet.com :
Usemome:- é - Username:

Password: | Password: 123
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21%



21%

People who use a password more than 10 years old.

47(yo use a password more than 5 years old.

(2015) https://www.entrepreneur.com/article/246902






3%

Number of online accounts guarded by a duplicate password.

(2015) https://www.entrepreneur.com/article/246902



Look at the dates of these hacks...

OTARGET

Hhasc  CHASEO

2007 2014

2014 2012

2014

2014



Risk Assessment

Event

Random website is hacked
Social Medial is hacked
Email is hacked

Bank account is hacked

*Arbitrary Scale: 0 - 100

Likelihood* (a)
60
30
30

20

Impact* (b

30
50
90

Risk Factor (a x b)
60

900
1500

1800



Risk Assessment: Reusing Passwords

Event Likelihood* (a) Impact* (b Risk Factor (a x b)
Random website is hacked | 100 100 10,000
Social Medial is hacked 100 100 10,000
Email is hacked 100 100 10,000
Bank account is hacked 100 100 10,000

The only thing preventing you from catastrophe is blind luck.






A%

Number of people using “password” as their password.

(2012) http://arstechnica.com/information-technology/2012/11/born-to-be-breached-the-worst-passwords-are-still-the-most-common/






99.8%

Number of people using passwords
from the 10,000 most common

(2012) http://arstechnica.com/information-technology/2012/11/born-to-be-breached-the-worst-passwords-are-still-the-most-common/



Strong
Passwords!

..except | can’t remember them.

e Long (>8 characters)
e Mix of UPPER, lower and $p3c1al
e Nothing personal

o No kids or pets
o No birthdays

Dmucfﬁg;ﬁgsmu:ﬁ = ~28 BITS OF ENTROPY \WAS IT TROMBONE? NG
gouaEanG. . TROUBADOR, AND ONE OF
NN'G] oooopoond [n] ‘ﬁ-{EOs VJRS »
’ UNKNOWN oon aoo A ZERQ®
BASE WORD 0
I ﬂi‘j . " AND THERE \J.qs
27= 3 DAS AT SOME SYMIBOL... >
Tr’@U b4d0r“ &3 1000 GUESSES,/SEC
"[J "[' T :|" ( PLAUSIBLE ATTACK ON A WEAK REMGTE
[a SUBSTITUTIONS ooo ;M = w:‘m s e —

Qoo IFFCULTY TO GUESS: IFFI REMEMBER:
prmmmn PSS || pasy HARD
Jsmmﬁnﬁigsucmum] ] B

~ Y4 BITS OF ENTROPY
OoooOoonnoo
correct horse battery staple || “77772777
i el e R Ooooopoo
|_!|:|-'_.1H:1m_", E?:‘E!CIL_:!IEI EE—'_S%J EEJISH_HD oooooooooon
oooano Dooood 1000C ooo 4
= YEARS AT
L ||
1600 GUESSES/sEC
FOUR RANDOM
GOFHON WoRDS DIEFIcOLTY To cuess: | | OIFFICULTY To REMEMBER:
HARD YOUVE ALREADY
MEMORIZED T

THROUGH 20 YEFRS OF EFFORT, WEVE SUCCESSFULLY TRAINED
EVERYONE TO USE PASSWORDS THAT ARE HARD FOR HUMANS
To REMEMBER, BUT EASY FoR COMPUTERS T GUESS,




Use a Password Manager

LastPassEXrxra

The Last Password You'll Ever Need.

1Passw@rd

&shlane



LastPass eI Security Challenge

Your Security Score Your LastPass Standing Master Password Score

Challenge your friends n u

‘ Improve Your Score

Step 1 - Change Compromised Passwords
Step 2 - Change Weak Passwords

Step 3 - Change Reused Passwords

> > > b
++||+| +

Step 4 - Change Old Passwords

x Detailed Stats

Click each below to see a full report of all the logins and passwords stored in your LastPass vault.

On supported websites you can change the password in one click, and you can check more than one to change multiple passwords at
once. For other website, use the 'launch’ option to go to the website, login, and use the LastPass Password Generator to replace the
account's password.

A Al (138) A Duplicate (29) A Compromised (3) A Weak (7) A 0Oid (20) @ Blank (0)



e Use strong passwords

Ta ke'AwayS e (and a password manager)

Passwords: e Never reuse passwords
The most important thing
In this presentation!
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Don’t Trust
Anyone

Don’t give your
personal info unless
absolutely necessary




Malware Attacks

Phishing
Viruses
Trojans
Adware
Spyware
Rootkits
Bluesnarfing
Bluejacking
Logic bombs
Backdoors
Ransomware
SPAM
Spoofing
Man-in-the-Middle
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Don’t Trust
Anyone

Don’t open emails / files
Don’t use USB sticks

Use an Ad Blocker




Would you click on this?

Congratulations You Won!!! [x]

It is not a joke
You are the 100,000th visitor of the day!

Claim your winnings?

ok | | canceL




B3 = Y WARNING: CPUVIRLS ALERT < |

&\ WARNING!

YOUR COMPUTER MAY BE INFECTED:

System Detected (2) Potenbally Malicious Viruses: Rootkft. Sirefef. Spy and Trojan FakeAV-
Downlead ‘Your Personsl & Financial Informaton MAY NOT BE SAFE.

To Remove Yiruses, Call Tech Support Online Mow:

1(888) 643-9730

(High Priority Wirus Removal Cal Ling)

Faur P Addrsin: W | G-scuted o D3-03-3044 | Priodity Usgant

Would you call this number?



NOT SURE IF
Don’t Trust PARANOID

Anyone

“This won’t happen to me”

THEY REALINGRRE AFTER ME
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Encrypt
Everything

Phones
Hard Drives

Internet Connections

ONE DOES NOT SIMI’lY Tﬁll( ABOUT FIIIITII}S‘

s 1
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What can your ISP see in your browsing history?

HTTP website

Your ISP knows that you
think you might be pregnant,
but you haven't visited a
doctor yet.

HTTPS website

Your ISP knows that you visit
Wikipedia a lot, but not about
your embarrassing obsession
with White House pets.



It's not just about privacy.

That data will eventually be
hacked and used against
yOu.



e Be very aware of Phishing

e Only open attachments you
T a ke_ Awa yS expected to receive

e Block all advertisements

Human Behavior: 0 e AUTEe

Don't. Trust. Anyone.
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80M Hacked Anthem. ®

Happened in 2015 BlueCross

http://www.nbcnews.com/tech/security/yahoo-breach-500m-accounts-could-be-biggest-all-time-n652796



Names

Addresses

Date of birth

Social Security Numbers
Health Care ID Numbers
Employment Information

Anthem. VAV

BlueCross



15 Million



15 Million

People in the United States
Affected by identity fraud last in 2016

(2017) http://bankinnovation.net/2017/04/identity-fraud-hits-record-high-in-2016/
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Healthcare IT News ToPq

Privacy & Security

Ransomware attack on Texas
pediatric provider exposes data
of 55,000 patients

ABCD Children’s Pediatrics also discovered other evidence of
hackers on the network, which included suspicious user
accounts.

By Jessica Davis | April 05, 2017 | 04:36 PM n u n H

A ransomware attack at San Antonio-based ABCD Children’s Pediatrics may have
breached the data of 55,447 patients.

Affected files may have included patient names, Social Security numbers, insurance
billing information, dates of birth, medical records, laboratory results, procedure
technology codes, demographic data, address and telephone numbers.

Pediatric patient records are a high commodity on the dark web, according to ICIT
Senior Fellow James Scott. There two markets for child records, one including tax
fraud. These are long form, full medical records available for sale.







Your Router

It has a default password.
It's the same as everyone’s.
Change this ASAP.







Monitor your credit report

Ta ke'AwayS : Know your privacy settings

e Change loT default passwords
Family Safety:
You have to remain vigilant.



Have Your Data
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How do | talk to my
kids about
cybersecurity? N





http://www.youtube.com/watch?v=6eFzkT9WsBw

Svelopers’
Platform with




What Keeps me Awake At Night?

1. Breaking my expensive stuff
2. Privacy

3. Critical Thinking

4. Stranger Danger

5. Acceptable Behavior & Cyber Bullying













A problem has been detected and windows has been shut down to prevent damage
to your computer.

A wait operation, attach process, or yield was attempted from a DPC routine.

If this is the first time you've seen this Stop error screen,
omputer. If this screen appears again, follow

Check to make sure any new hardware or software is properly installed.
If this is a new installation, ask your hardware or software manufacturer
for any windows updates you might need.

If problems continue, disable or remove any newly installed hardware
or software. Disable BIOS memory options such as caching or shadowing.
If you need to use Safe Mode to remove or disable components, restart
your computer, press F8 to select Advanced Startup options, and then
select safe mode.

Technical information:

:" STOP: 0!000001)”8 (0:“”‘00003467((0.0XFFFFFAmmBSO 0Ox0000000000000000, O
> >

Co'nectir\? data for crash dump
2

Initializing disk for crash dump ...

Seginning dump of physical memor

Conversation #1: e ne B TE W 21 TR
Is dad going to be mad?




Conversation #2:
There is no such thing as privacy on social media.




. TJ THE PROBLEM WITH QUOTES
" FOUND ON THE INTERNET IS
J  THAT THEY ARE OFTEN

o '-_OT TRUE.

-ABRAHAM LINCOLN

Conversation #3:

Don’t believe everything you read.



0

Conversation #4:
Stranger Danger




Conversation #5:
Always be a good person.
And you can tell me anything.




We already talked about this...

e Review security settings and privacy
policies for the websites your child uses.

e Protect all Internet-enabled devices,
including mobile phones and tablets.




In Summary

PASSWORDS!
PASSWORDS!

Be suspicious of everything

Remain vigilant

TALK TO YOUR KIDS




Resources

e Cybersecurity: 7 Ways to Keep Kids Safe Online
(US Dept. of Education)

O  https://www2.ed.qov/free/features/cybersecurity.html

e Families Cybersecurity Presentation: Stop. Think. Connect.
(US Dept. of Homeland Security)

O  https://www.dhs.gov/sites/default/files/publications/Families%20Cybersecurity%20Presentation.pdf

e A Parent’s Guide to Cybersecurity
(ConnectSafely)

o http://www.connectsafely.org/wp-content/uploads/securityquide.pdf



https://www2.ed.gov/free/features/cybersecurity.html
https://www2.ed.gov/free/features/cybersecurity.html
https://www.dhs.gov/sites/default/files/publications/Families%20Cybersecurity%20Presentation.pdf
https://www.dhs.gov/sites/default/files/publications/Families%20Cybersecurity%20Presentation.pdf
http://www.connectsafely.org/wp-content/uploads/securityguide.pdf
http://www.connectsafely.org/wp-content/uploads/securityguide.pdf

Home Notify me Domainsearch Who's been pwned Pastes APl About Donate B P

';--have i been pwned?

Check if you have an account that has been compromised in a data breach

email address or username pwned?

206 2,602,560,381 46,851 43,263,517

pwned websites pwned accounts pastes paste accounts

www.haveibeenpwned.com



Browse Safer with Brave on Your Side WWW. b rave . C O m\“
iOS, Android, Desktop

At Brave, our goal is to block everything on the web that can cramp your
style and compromise your privacy.
Annoying ads are yesterday's news, and cookies stay in your jar where

they belong.

Brave blocks harmful advertising

There's a new ad game in town. It's called "Malvertising". The latest display ad
technology can install malware on your laptop without your knowledge. But
not with Brave watching your back.

Brave redirects sites to HTTPS

We've integrated HTTPS Everywhere into every Brave browser to make sure
you are always moving your bits across the safest possible pipe.

. Brave blocks Tracking Pixels and Tracking Cookies

Do you ever get that feeling that someone is watching you when you see an ad
for something you bought a few days ago? We make sure you aren't being
tracked while you shop online and browse your favorite sites.
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Senior Software Engineer
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