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Hackers Already Have Your Data



EVERY STATISTIC 
in this presentation is obsolete.



40%



40%
2 in 5 people:

Received notice that their data had been compromised,
Had an account hacked, or

Had a password stolen
(2015) https://www.entrepreneur.com/article/246902



500M Hacked
Happened in 2014

Not disclosed until 2016

http://www.recode.net/2016/9/22/13024884/yahoo-data-breach-privacy-security-hacking-online-safety



1 Billion 
Hacked

Happened in 2013
Not disclosed until 2016

https://www.theguardian.com/technology/2016/dec/14/yahoo-hack-security-of-one-billion-accounts-breached



● Email addresses
● Names
● Phone numbers
● Date of birth

● Hashed passwords*
● Unencrypted security 

questions/answers



Other Notable Hacks...

94M customers CC details (2007) 83M customers personal info (2014) 70M customers CC details (2014)

56M customers CC details (2014) 117M users login details (2012) 150M users login details (2014)



Hackers Already Have Your Data





Agenda
● Passwords
● Human Behavior
● Family Safety

Protect Your Data

Prevent Identity Theft

Prepare Our Kids









21%



21%
People who use a password more than 10 years old.

47% use a password more than 5 years old.

(2015) https://www.entrepreneur.com/article/246902



73%



73%
Number of online accounts guarded by a duplicate password.

(2015) https://www.entrepreneur.com/article/246902



Look at the dates of these hacks...

2007 2014 2014

2014 2012 2014



Risk Assessment

Event Likelihood* (a) Impact* (b) Risk Factor (a x b)

Random website is hacked 60 1 60

Social Medial is hacked 30 30 900

Email is hacked 30 50 1500

Bank account is hacked 20 90 1800

*Arbitrary Scale: 0 - 100



Risk Assessment: Reusing Passwords

Event Likelihood* (a) Impact* (b) Risk Factor (a x b)

Random website is hacked 100 100 10,000

Social Medial is hacked 100 100 10,000

Email is hacked 100 100 10,000

Bank account is hacked 100 100 10,000

The only thing preventing you from catastrophe is blind luck.



4.7%



4.7%
Number of people using “password” as their password.

(2012) http://arstechnica.com/information-technology/2012/11/born-to-be-breached-the-worst-passwords-are-still-the-most-common/



99.8%



99.8%
Number of people using passwords 

from the 10,000 most common

(2012) http://arstechnica.com/information-technology/2012/11/born-to-be-breached-the-worst-passwords-are-still-the-most-common/



Strong 
Passwords!

...except I can’t remember them.

● Long (>8 characters)

● Mix of UPPER, lower and $p3c1al

● Nothing personal
○ No kids or pets
○ No birthdays



Use a Password Manager





Take-Aways
Passwords:

The most important thing
in this presentation!

● Use strong passwords

● (and a password manager)

● Never reuse passwords



Human Behavior



Don’t Trust 
Anyone

Don’t give your 
personal info unless
absolutely necessary



Malware Attacks
● Phishing
● Viruses
● Trojans
● Adware
● Spyware
● Rootkits
● Bluesnarfing
● Bluejacking
● Logic bombs
● Backdoors
● Ransomware
● SPAM
● Spoofing
● Man-in-the-Middle
● ...



Don’t Trust 
Anyone

Don’t open emails / files

Don’t use USB sticks

Use an Ad Blocker



Would you click on this?



Would you call this number?



Don’t Trust 
Anyone

“This won’t happen to me”





Encrypt 
Everything

Phones
Hard Drives

Internet Connections







It’s not just about privacy.

That data will eventually be 
hacked and used against 
you.



Take-Aways
Human Behavior:

Don’t. Trust. Anyone.

● Be very aware of Phishing
● Only open attachments you 

expected to receive
● Block all advertisements
● Use HTTPS



Family Safety



80M Hacked
Happened in 2015

http://www.nbcnews.com/tech/security/yahoo-breach-500m-accounts-could-be-biggest-all-time-n652796



● Names
● Addresses
● Date of birth
● Social Security Numbers
● Health Care ID Numbers
● Employment Information



15 Million



15 Million
People in the United States

Affected by identity fraud last in 2016

(2017) http://bankinnovation.net/2017/04/identity-fraud-hits-record-high-in-2016/



They already have 
our kids data too.







Your Router
It has a default password.

It’s the same as everyone’s.
Change this ASAP.





Take-Aways
Family Safety:

You have to remain vigilant.

● Monitor your credit report
● Know your privacy settings
● Change IoT default passwords



Hackers Already Have Your Data



How do I talk to my 
kids about 
cybersecurity?



http://www.youtube.com/watch?v=6eFzkT9WsBw




What Keeps me Awake At Night?
1. Breaking my expensive stuff

2. Privacy

3. Critical Thinking

4. Stranger Danger

5. Acceptable Behavior & Cyber Bullying









Conversation #1: 
Is dad going to be mad?



Conversation #2:
There is no such thing as privacy on social media.



Conversation #3: 
Don’t believe everything you read.



Conversation #4: 
Stranger Danger



Conversation #5: 
Always be a good person. 
And you can tell me anything.



We already talked about this...

● Review security settings and privacy 
policies for the websites your child uses.

● Protect all Internet-enabled devices, 
including mobile phones and tablets.



In Summary

● PASSWORDS!
● PASSWORDS!
● PASSWORDS!!!!!

● Be suspicious of everything

● Remain vigilant

● TALK TO YOUR KIDS



Resources
● Cybersecurity: 7 Ways to Keep Kids Safe Online 

(US Dept. of Education)
○ https://www2.ed.gov/free/features/cybersecurity.html

● Families Cybersecurity Presentation: Stop. Think. Connect.
(US Dept. of Homeland Security)

○ https://www.dhs.gov/sites/default/files/publications/Families%20Cybersecurity%20Presentation.pdf

● A Parent’s Guide to Cybersecurity
(ConnectSafely)

○ http://www.connectsafely.org/wp-content/uploads/securityguide.pdf

https://www2.ed.gov/free/features/cybersecurity.html
https://www2.ed.gov/free/features/cybersecurity.html
https://www.dhs.gov/sites/default/files/publications/Families%20Cybersecurity%20Presentation.pdf
https://www.dhs.gov/sites/default/files/publications/Families%20Cybersecurity%20Presentation.pdf
http://www.connectsafely.org/wp-content/uploads/securityguide.pdf
http://www.connectsafely.org/wp-content/uploads/securityguide.pdf


www.haveibeenpwned.com



www.brave.com
iOS, Android, Desktop
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Thank you!


